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Travel Path

Transport &
payment card

Services

Vignette

OBU

GPS
Satelli

Secure
Positioning

Secure
Payment

Secure ID

Secure
Services

Secure
Physical Link
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2008-02-05T01:32  A4, 4000m
2008-02-05T01:38  Z24, 200m
2008-02-05T01:40  A25, 30km
2008-02-05T01:55  Y411, 2 km

Security?? Privacy??
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Toll Service
Provider Payment

Scheme
Provider

7. Payment
Proof

2.
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3. Map matching
4a. Tariff Look-up
4b. Fee Calculation

5. Payment
request
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1. Collect waypoints
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Toll
Service
Provider

5. Fee +

Account Number / transaction

authorization    

7. Payment
Proof

1. Collect waypoints
2. Map matching
3a. Tariff Look-up
3b. Fee Calculation
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Payment
Scheme
Provider

Toll Service
Provider

8. Payment
Proof

6. Fee +
Account Number     

5.
 C

ar
 Id
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F
ee

Toll Service
Proxy

1. Anonymized
Waypoints

3b. Tariffs

2. Map matching
3a. Tariff Lookup

3c. Fee Calculation
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smart
OBU

GPS
Satellite

1. Sliced
& encrypted
waypoints

Toll
Service

Provider

2. Sliced & encrypted
waypoints

(anonymized)

4. Encrypted
Fee / slice

5. Total trip fee

Toll
Service

Proxy

3. Encrypted  fee / slice
(anonymized) Slice 2

Slice 3

Slice 1

Slicing of waypoints data

Anonymizer
Proxy

(Requires su
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Toll Charger
Enforcemen

+ Time

+ Time + auth

Confirmation +
payment proof

Get OBU ID

Enforcement
request + Time +

auth

{Waypoints, fees}
Proof

Toll Service
Provider

IP

DSRC

…
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