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COUNCIL DECISION

of 29 July 1991
on the introduction of a single European emergency call number

(91/396/EEC)

THE COUNCIL OF THE EUROPEAN COMMUNITIES,

Having regard to the Treaty establishing the European Economic Community, and in particular Article 235 thereof,
Having regard to the proposal from the Commission (1),

Having regard to the opinion of the European Parliament (2),

Having regard to the opinion of the Economic and Social Committee (3),

Whereas the telephone is the best means of access to emergency services of all kinds; whereas at present various
telephone numbers are used for this purpose in the Member States;

Whereas the effect of such differences is to create problems in contacting the responsible services for citizens facing
emergency situations in other Member States;

Whereas the substantial increase in both private and business travel within the Community has created a demand for
the introduction of a single European emergency call number;

Whereas the introduction of new technologies in public telephone networks and the coordinated introduction of
advanced telecommunications infrastructures present a unique opportunity for the implementation of a single
European emergency call number, in parallel to the existing national emergency call numbers, where appropriate;
Whereas the Council, in its resolution of 13 February 1989 on the new developments in Community cooperation on
civil protection (4), stressed the desirability of a Community¥.wide single additional emergency telephone number
which will in particular enable citizens in an emergency or disaster to call the relevant national emergency services;

Whereas the European Parliament has repeatedly emphasized the importance of the introduction of such a number, in
particular in its resolutions of 12 December 1988 on telecommunications (5);

Whereas the European Conference of Post and Telecommunications (CEPT) recommended in its recommendation
T/SF1 of 1976 the use of the number 112 as the single European emergency call number;

Whereas this recommendation has only been followed by a very small number of Member States;
Whereas it will be possible in all Member States to devise a plan to make the number 112 available;

Whereas several Member States could introduce the number 112 by 1992; whereas however, for some Member States
this would cause problems since they would need to make unplanned changes or to change plans already made;

Whereas, therefore, flexibility is needed in the time schedule for introducing the emergency call number in these
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Member States;

Whereas the introduction of the number 112 will be possible by 1996, even in the Member States where difficulties
exist;

Whereas, in addition to the technical, financial, operational and commercial implications of introducing the chosen
number within public telecommunications networks, Member States will have to make the necessary organizational
arrangements best suited to the national organization of the emergency systems, in order to ensure that calls to this
number are adequately answered and handled; whereas it would be desirable to devote efforts to easing difficulties of
comprehension which may arise from different language capabilities, taking account of the possibilities of the various
national systems; whereas the single European emergency call number could therefore be used in parallel with any
other existing national arrangements, where appropriate;

Whereas the provision of emergency call numbers is prescribed in all Member States by law, regulation, or
administrative action, and divergent developments in this area must be avoided,;

Whereas the Treaty does not provide, for the adoption of this Decision, powers other than those of Article 235,
HAS ADOPTED THIS DECISION:
Article 1

1. Member States shall ensure that the number 112 is introduced in public telephone networks as well as in future
integrated services digital networks and public mobile services, as the single European emergency call number.

2. The single European emergency call number shall be introduced in parallel with any other existing national
emergency call numbers, where this seems appropriate. Article 2 The single European emergency call number shall
be introduced by 31 December 1992 at the latest, except where Article 3 applies.

Article 3

1. Where particular technical, financial, geographical or organizational difficulties in a Member State make the full
introduction of the single European emergency call number by the date provided for in Article 2 impossible or too
costly, the Member State concerned shall inform the Commission of these difficulties.

2. In the case referred to in paragraph 1, the Member State concerned shall communicate to the Commission, with
adequate explanations and justification, a new date for the full introduction of the single European emergency call
number which, however, must be no later than 31 December 1996.

Article 4

Member States shall take the necessary measures to ensure that calls to the single European emergency call number
are appropriately answered and handled, in a manner best suited to the national organization of emergency systems
and within the technological possibilities of the networks.

Article 5

This Decision is addressed to the Member States.

Done at Brussels, 29 July 1991.

For the Council

The President

H. VAN DEN BROEK

(1) 03 No C 275, 1. 11. 1990, p. 4.
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(2) OJ No C 231, 17. 9. 1990, p. 83 and OJ No C 183, 15. 7. 1991.

(3) OJNo C 62, 12. 3. 1990, p. 1.
(4) OJNo C 44, 23.2.1989, p. 1.

(5) 0J No C 12, 16. 1. 1989, p. 66.
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DIRECTIVE 2002/22/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 7 March 2002
on universal service and users' rights relating to electronic communications networks and
services (Universal Service Directive)
THE EUROPEAN PARLIAMENT AND THE service obligation it wishes to maintain. Such

COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty establishing the European
Community, and in particular Article 95 thereof,

Having regard to the proposal from the Commission (),

Having regard to the opinion of the Economic and Social
Committee (),

Having regard to the opinion of the Committee of the
Regions (%),

Acting in accordance with the procedure laid down in Article
251 of the Treaty (%),

Whereas:

1

The liberalisation of the telecommunications sector and
increasing competition and choice for communications
services go hand in hand with parallel action to create a
harmonised regulatory framework which secures the
delivery of universal service. The concept of universal
service should evolve to reflect advances in technology,
market developments and changes in user demand. The
regulatory  framework established for the full
liberalisation of the telecommunications market in 1998
in the Community defined the minimum scope of
universal service obligations and established rules for its
costing and financing.

Under Article 153 of the Treaty, the Community is to
contribute to the protection of consumers.

The Community and its Member States have undertaken
commitments on the regulatory framework of
telecommunications networks and services in the
context of the World Trade Organisation (WTO)
agreement on basic telecommunications. Any member
of the WTO has the right to define the kind of universal

() OJ C 365 E, 19.12.2000, p. 238 and O] C 332 E, 27.11.2001,

p. 292.

() 0J C 139, 11.5.2001, p. 15.
() O] C 144, 16.5.2001, p. 60.
() Opinion of the European Parliament of 13 June 2001 (not yet

published in the Official Journal), Council Common Position of
17 September 2001 (O] C 337, 30.11.2001, p. 55) and Decision
of the European Parliament of 12 December 2001 (not yet
published in the Official Journal). Council Decision of 14 February
2002.

obligations will not be regarded as anti-competitive
per se, provided they are administered in a transparent,
non-discriminatory and competitively neutral manner
and are not more burdensome than necessary for the
kind of universal service defined by the member.

Ensuring universal service (that is to say, the provision
of a defined minimum set of services to all end-users at
an affordable price) may involve the provision of some
services to some end-users at prices that depart from
those resulting from normal market conditions.
However, compensating undertakings designated to
provide such services in such circumstances need not
result in any distortion of competition, provided that
designated undertakings are compensated for the
specific net cost involved and provided that the net cost
burden is recovered in a competitively neutral way.

In a competitive market, certain obligations should
apply to all undertakings providing publicly available
telephone services at fixed locations and others should
apply only to undertakings enjoying significant market
power or which have been designated as a universal
service operator.

The network termination point represents a boundary
for regulatory purposes between the regulatory
framework for electronic communication networks and
services and the regulation of telecommunication
terminal equipment. Defining the location of the
network termination point is the responsibility of the
national regulatory authority, where necessary on the
basis of a proposal by the relevant undertakings.

Member States should continue to ensure that the
services set out in Chapter II are made available with
the quality specified to all end-users in their territory,
irrespective of their geographical location, and, in the
light of specific national conditions, at an affordable
price. Member States may, in the context of universal
service obligations and in the light of national
conditions, take specific measures for consumers in
rural or geographically isolated areas to ensure their
access to the services set out in the Chapter Il and the
affordability of those services, as well as ensure under
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the same conditions this access, in particular for the
elderly, the disabled and for people with special social
needs. Such measures may also include measures
directly targeted at consumers with special social needs
providing support to identified consumers, for example
by means of specific measures, taken after the
examination of individual requests, such as the paying
off of debts.

A fundamental requirement of universal service is to
provide users on request with a connection to the
public telephone network at a fixed location, at an
affordable price. The requirement is limited to a single
narrowband network connection, the provision of
which may be restricted by Member States to the
end-user's primary location/residence, and does not
extend to the Integrated Services Digital Network (ISDN)
which provides two or more connections capable of
being used simultaneously. There should be no
constraints on the technical means by which the
connection is provided, allowing for wired or wireless
technologies, nor any constraints on which operators
provide part or all of universal service obligations.
Connections to the public telephone network at a fixed
location should be capable of supporting speech and
data communications at rates sufficient for access to
online services such as those provided via the public
Internet. The speed of Internet access experienced by a
given user may depend on a number of factors
including the provider(s) of Internet connectivity as well
as the given application for which a connection is being
used. The data rate that can be supported by a single
narrowband connection to the public telephone network
depends on the capabilities of the subscriber's terminal
equipment as well as the connection. For this reason it
is not appropriate to mandate a specific data or bit rate
at Community level. Currently available voice band
modems typically offer a data rate of 56 kbit/s and
employ automatic data rate adaptation to cater for
variable line quality, with the result that the achieved
data rate may be lower than 56 kbit/s. Flexibility is
required on the one hand to allow Member States to
take measures where necessary to ensure that
connections are capable of supporting such a data rate,
and on the other hand to allow Member States where
relevant to permit data rates below this upper limit of
56 kbits/s in order, for example, to exploit the
capabilities of wireless technologies (including cellular
wireless networks) to deliver universal service to a
higher proportion of the population. This may be of
particular importance in some accession countries
where household penetration of traditional telephone
connections remains relatively low. In specific cases
where the connection to the public telephony network
at a fixed location is clearly insufficient to support
satisfactory Internet access, Member States should be
able to require the connection to be brought up to the
level enjoyed by the majority of subscribers so that it
supports data rates sufficient for access to the Internet.
Where such specific measures produce a net cost
burden for those consumers concerned, the net effect

(10)

(12)

may be included in any net cost calculation of universal
service obligations.

The provisions of this Directive do not preclude
Member States from designating different undertakings
to provide the network and service elements of
universal service. Designated undertakings providing
network elements may be required to ensure such
construction and maintenance as are necessary and
proportionate to meet all reasonable requests for
connection at a fixed location to the public telephone
network and for access to publicly available telephone
services at a fixed location.

Affordable price means a price defined by Member
States at national level in the light of specific national
conditions, and may involve setting common tariffs
irrespective of location or special tariff options to deal
with the needs of low-income users. Affordability for
individual consumers is related to their ability to
monitor and control their expenditure.

Directory information and a directory enquiry service
constitute an essential access tool for publicly available
telephone services and form part of the universal service
obligation. Users and consumers desire comprehensive
directories and a directory enquiry service covering all
listed telephone subscribers and their numbers
(including fixed and mobile numbers) and want this
information to be presented in a non-preferential
fashion. Directive 97/66/EC of the European Parliament
and of the Council of 15 December 1997 concerning
the processing of personal data and the protection of
privacy in the telecommunications sector (') ensures the
subscribers' right to privacy with regard to the inclusion
of their personal information in a public directory.

For the citizen, it is important for there to be adequate
provision of public pay telephones, and for users to be
able to call emergency telephone numbers and, in
particular, the single European emergency call number
(112) free of charge from any telephone, including
public pay telephones, without the use of any means of

() OJ L 24, 30.1.1998, p. 1.
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(13)

(14)

payment. Insufficient information about the existence of
‘112’ deprives citizens of the additional safety ensured
by the existence of this number at European level
especially during their travel in other Member States.

Member States should take suitable measures in order to
guarantee access to and affordability of all publicly
available telephone services at a fixed location for
disabled users and users with special social needs.
Specific measures for disabled users could include, as
appropriate, making available accessible public
telephones, public text telephones or equivalent
measures for deaf or speech-impaired people, providing
services such as directory enquiry services or equivalent
measures free of charge for blind or partially sighted
people, and providing itemised bills in alternative
format on request for blind or partially sighted people.
Specific measures may also need to be taken to enable
disabled users and users with special social needs to
access emergency services ‘112" and to give them a
similar possibility to choose between different operators
or service providers as other consumers. Quality of
service standards have been developed for a range of
parameters to assess the quality of services received by
subscribers and how well undertakings designated with
universal service obligations perform in achieving these
standards. Quality of service standards do not yet exist
in respect of disabled users. Performance standards and
relevant parameters should be developed for disabled
users and are provided for in Article 11 of this
Directive. Moreover, national regulatory authorities
should be enabled to require publication of quality of
service performance data if and when such standards
and parameters are developed. The provider of universal
service should not take measures to prevent users from
benefiting fully from services offered by different
operators or service providers, in combination with its
own services offered as part of universal service.

The importance of access to and use of the public
telephone network at a fixed location is such that it
should be available to anyone reasonably requesting it.
In accordance with the principle of subsidiarity, it is for
Member States to decide on the basis of objective
criteria  which undertakings have universal service
obligations for the purposes of this Directive, where
appropriate taking into account the ability and the
willingness of undertakings to accept all or part of the
universal service obligations. It is important that
universal service obligations are fulfilled in the most
efficient fashion so that users generally pay prices that
correspond to efficient cost provision. It is likewise
important that universal service operators maintain the
integrity of the network as well as service continuity
and quality. The development of greater competition

(15)

(16)

17)

and choice provide more possibilities for all or part of
the universal service obligations to be provided by
undertakings other than those with significant market
power. Therefore, universal service obligations could in
some cases be allocated to operators demonstrating the
most cost-effective means of delivering access and
services, including by competitive or comparative
selection procedures. Corresponding obligations could
be included as conditions in authorisations to provide
publicly available services.

Member States should monitor the situation of
consumers with respect to their use of publicly available
telephone services and in particular with respect to
affordability. The affordability of telephone service is
related to the information which users receive regarding
telephone usage expenses as well as the relative cost of
telephone usage compared to other services, and is also

related to their ability to control expenditure.
Affordability therefore means giving power to
consumers  through  obligations  imposed  on

undertakings designated as having universal service
obligations. These obligations include a specified level of
itemised billing, the possibility for consumers selectively
to block certain calls (such as high-priced calls to
premium services), the possibility for consumers to
control expenditure via pre-payment means and the
possibility for consumers to offset up-front connection
fees. Such measures may need to be reviewed and
changed in the light of market developments. Current
conditions do not warrant a requirement for operators
with universal service obligations to alert subscribers
where a predetermined limit of expenditure is exceeded
or an abnormal calling pattern occurs. Review of the
relevant legislative provisions in future should consider
whether there is a possible need to alert subscribers for
these reasons.

Except in cases of persistent late payment or
non-payment of bills, consumers should be protected
from immediate disconnection from the network on the
grounds of an unpaid bill and, particularly in the case of
disputes over high bills for premium rate services,
should continue to have access to essential telephone
services pending resolution of the dispute. Member
States may decide that such access may continue to be
provided only if the subscriber continues to pay line
rental charges.

Quality and price are key factors in a competitive
market and national regulatory authorities should be
able to monitor achieved quality of service for
undertakings which have been designated as having
universal service obligations. In relation to the quality of
service attained by such undertakings, national
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(21)

regulatory authorities should be able to take appropriate
measures where they deem it necessary. National
regulatory authorities should also be able to monitor the
achieved quality of services of other undertakings
providing public telephone networks andfor publicly
available telephone services to users at fixed locations.

Member States should, where necessary, establish
mechanisms for financing the net cost of universal
service obligations in cases where it is demonstrated
that the obligations can only be provided at a loss or at
a net cost which falls outside normal commercial
standards. It is important to ensure that the net cost of
universal service obligations is properly calculated and
that any financing is undertaken with minimum
distortion to the market and to undertakings, and is
compatible with the provisions of Articles 87 and 88 of
the Treaty.

Any calculation of the net cost of universal service
should take due account of costs and revenues, as well
as the intangible benefits resulting from providing
universal service, but should not hinder the general aim
of ensuring that pricing structures reflect costs. Any net
costs of wuniversal service obligations should be
calculated on the basis of transparent procedures.

Taking into account intangible benefits means that an
estimate in monetary terms, of the indirect benefits that
an undertaking derives by virtue of its position as
provider of universal service, should be deducted from
the direct net cost of universal service obligations in
order to determine the overall cost burden.

When a universal service obligation represents an unfair
burden on an undertaking, it is appropriate to allow
Member States to establish mechanisms for efficiently
recovering net costs. Recovery via public funds
constitutes one method of recovering the net costs of
universal service obligations. It is also reasonable for
established net costs to be recovered from all users in a
transparent fashion by means of levies on undertakings.
Member States should be able to finance the net costs of
different elements of universal service through different
mechanisms, and/or to finance the net costs of some or
all elements from either of the mechanisms or a
combination of both. In the case of cost recovery by
means of levies on undertakings, Member States should
ensure that that the method of allocation amongst them
is based on objective and non-discriminatory criteria
and is in accordance with the principle of
proportionality. This principle does not prevent Member
States from exempting new entrants which have not yet
achieved any significant market presence. Any funding
mechanism should ensure that market participants only
contribute to the financing of universal service

(23)

(24)

(25)

obligations and not to other activities which are not
directly linked to the provision of the universal service
obligations. Recovery mechanisms should in all cases
respect the principles of Community law, and in
particular in the case of sharing mechanisms those of
non-discrimination and proportionality. Any funding
mechanism should ensure that users in one Member
State do not contribute to universal service costs in
another Member State, for example when making calls
from one Member State to another.

Where Member States decide to finance the net cost of
universal service obligations from public funds, this
should be understood to comprise funding from general
government budgets including other public financing
sources such as state lotteries.

The net cost of universal service obligations may be
shared between all or certain specified classes of
undertaking. Member States should ensure that the
sharing mechanism  respects the principles of
transparency, least market distortion, non-discrimination
and proportionality. Least market distortion means that
contributions should be recovered in a way that as far
as possible minimises the impact of the financial burden
falling on end-users, for example by spreading
contributions as widely as possible.

National regulatory authorities should satisfy themselves
that those undertakings benefiting from universal service
funding provide a sufficient level of detail of the specific
elements requiring such funding in order to justify their
request. Member States' schemes for the costing and
financing of universal service obligations should be
communicated to the Commission for verification of
compatibility with the Treaty. There are incentives for
designated operators to raise the assessed net cost of
universal service obligations. Therefore Member States
should ensure effective transparency and control of
amounts charged to finance universal service
obligations.

Communications markets continue to evolve in terms of
the services used and the technical means used to
deliver them to users. The universal service obligations,
which are defined at a Community level, should be
periodically reviewed with a view to proposing that the
scope be changed or redefined. Such a review should
take account of evolving social, commercial and
technological conditions and the fact that any change of
scope should be subject to the twin test of services that
become available to a substantial majority of the
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population, with a consequent risk of social exclusion
for those who can not afford them. Care should be
taken in any change of the scope of universal service
obligations to ensure that certain technological choices
are not artificially promoted above others, that a
disproportionate financial burden is not imposed on
sector undertakings (thereby endangering market
developments and innovation) and that any financing
burden does not fall unfairly on consumers with lower
incomes. Any change of scope automatically means that
any net cost can be financed via the methods permitted
in this Directive. Member States are not permitted to
impose on market players financial contributions which
relate to measures which are not part of universal
service obligations. Individual Member States remain
free to impose special measures (outside the scope of
universal service obligations) and finance them in
conformity with Community law but not by means of
contributions from market players.

More effective competition across all access and service
markets will give greater choice for users. The extent of
effective competition and choice varies across the
Community and varies within Member States between
geographical areas and between access and service
markets. Some users may be entirely dependent on the
provision of access and services by an undertaking with
significant market power. In general, for reasons of
efficiency and to encourage effective competition, it is
important that the services provided by an undertaking
with significant market power reflect costs. For reasons
of efficiency and social reasons, end-user tariffs should
reflect demand conditions as well as cost conditions,
provided that this does not result in distortions of
competition. There is a risk that an undertaking with
significant market power may act in various ways to
inhibit entry or distort competition, for example by
charging excessive prices, setting predatory prices,
compulsory bundling of retail services or showing
undue preference to certain customers. Therefore,
national regulatory authorities should have powers to
impose, as a last resort and after due consideration,
retail regulation on an undertaking with significant
market power. Price cap regulation, geographical
averaging or similar instruments, as well as
non-regulatory measures such as publicly available
comparisons of retail tariffs, may be used to achieve the
twin objectives of promoting effective competition
whilst pursuing public interest needs, such as
maintaining the affordability of publicly available
telephone services for some consumers. Access to
appropriate cost accounting information is necessary, in
order for national regulatory authorities to fulfil their
regulatory duties in this area, including the imposition
of any tariff controls. However, regulatory controls on
retail services should only be imposed where national
regulatory authorities consider that relevant wholesale
measures or measures regarding carrier selection or

(27)

(28)

(29)

pre-selection would fail to achieve the objective of
ensuring effective competition and public interest.

Where a national regulatory authority imposes
obligations to implement a cost accounting system in
order to support price controls, it may itself undertake
an annual audit to ensure compliance with that cost
accounting system, provided that it has the necessary
qualified staff, or it may require the audit to be carried
out by another qualified body, independent of the
operator concerned.

It is considered necessary to ensure the continued
application of the existing provisions relating to the
minimum set of leased line services in Community
telecommunications legislation, in particular in Council
Directive 92[44/EEC of 5 June 1992 on the application
of open network provision to leased lines (1), until such
time as national regulatory authorities determine, in
accordance with the market analysis procedures laid
down in Directive 2002/21/EC of the European
Parliament and of the Council of 7 March 2002 on a
common  regulatory framework for electronic
communications networks and services (Framework
Directive) (), that such provisions are no longer needed
because a sufficiently competitive market has developed
in their territory. The degree of competition is likely to
vary between different markets of leased lines in the
minimum set, and in different parts of the territory. In
undertaking the market analysis, national regulatory
authorities should make separate assessments for each
market of leased lines in the minimum set, taking into
account their geographic dimension. Leased lines
services constitute mandatory services to be provided
without recourse to any compensation mechanisms. The
provision of leased lines outside of the minimum set of
leased lines should be covered by general retail
regulatory provisions rather than specific requirements
covering the supply of the minimum set.

National regulatory authorities may also, in the light of
an analysis of the relevant market, require mobile
operators with significant market power to enable their
subscribers to access the services of any interconnected
provider of publicly available telephone services on a
call-by-call basis or by means of pre-selection.

() O] L 165, 19.6.1992, p. 27. Directive as last amended by

Commission Decision No 98/80/EC (O] L 14, 20.1.1998, p. 27).
(®) See page 33 of this Official Journal.
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(30) Contracts are an important tool for users and (33) It is desirable to enable consumers to achieve the fullest
consumers to ensure a minimum level of transparency connectivity possible to digital television = sets.
of information and legal security. Most service providers Interoperability is an evolving concept in dynamic
in a competitive environment will conclude contracts markets. Standards bodies should do their utmost to
with their customers for reasons of commercial ensure that appropriate standards evolve along with the
desirability. In addition to the provisions of this technologies concerned. It is likewise important to
Directive, the requirements of existing Community ensure that connectors are available on television sets
consumer protection legislation relating to contracts, in that are capable of passing all the necessary elements of
particular Council Directive 93/13/EEC of 5 April 1993 a digital signal, including the audio and video streams,
on unfair terms in consumer contracts (!) and Directive conditional access information, service information,
97|7[EC of the European Parliament and of the Council application program interface (API) information and
of 20 May 1997 on the protection of consumers in copy protection information. This Directive therefore
respect of distance contracts (%), apply to consumer ensures that the functionality of the open interface for
transactions relating to electronic networks and services. digital television sets is not limited by network
Specifically, consumers should enjoy a minimum level operators, service providers or equipment manufacturers
of legal certainty in respect of their contractual relations and continues to evolve in line with technological
with their direct telephone service provider, such that developments. For display and presentation of digital
the contractual terms, conditions, quality of service, interactive television services, the realisation of a
condition for termination of the contract and the common standard through a market-driven mechanism
service, compensation measures and dispute resolution is recognised as a consumer benefit. Member States and
are specified in their contracts. Where service providers the Commission may take policy initiatives, consistent
other than direct telephone service providers conclude with the Treaty, to encourage this development.
contracts with consumers, the same information should
be included in those contracts as well. The measures to
ensure transparency on prices, tariffs, terms and
conditions will increase the ability of consumers to
optimise their choices and thus to benefit fully from
competition. (34) All end-users should continue to enjoy access to
operator  assistance services whatever organisation
provides access to the public telephone network.

(31) End-users should have access to publicly available (35) The provision of directory enquiry services and
information on communications services. Member States directories is already open to competition. The
should be able to monitor the quality of services which provisions of this Directive complement the provisions
are offered in their territories. National regulatory of Directive 97/66/EC by giving subscribers a right to
authorities should be able systematically to collect have their personal data included in a printed or
information on the quality of services offered in their electronic directory. All service providers which assign
territories on the basis of criteria  which allow telephone numbers to their subscribers are obliged to
comparability between service providers and between make relevant information available in a fair,
Member States. Undertakings providing communications cost-oriented and non-discriminatory manner.
services, operating in a competitive environment, are
likely to make adequate and up-to-date information on
their services publicly available for reasons of
commercial advantage. National regulatory authorities
should nonetheless be able to require publication of
such information where it is demonstrated that such (36) It is important that users should be able to call the
information is not effectively available to the public. Sing]e European emergency number ‘112’, and any other

national emergency telephone numbers, free of charge,
from any telephone, including public pay telephones,
without the use of any means of payment. Member
States should have already made the necessary
organisational arrangements best suited to the national
organisation of the emergency systems, in order to
(32) End-users should be able to enjoy a guarantee of ensure that calls to this number are adequately answered

interoperability in respect of all equipment sold in the
Community for the reception of digital television.
Member States should be able to require minimum
harmonised standards in respect of such equipment.
Such standards could be adapted from time to time in
the light of technological and market developments.

() OJ L 95, 21.4.1993, p. 29.
() OJ L 144, 4.6.1997, p. 19.

and handled. Caller location information, to be made
available to the emergency services, will improve the
level of protection and the security of users of ‘112’
services and assist the emergency services, to the extent
technically feasible, in the discharge of their duties,
provided that the transfer of calls and associated data to
the emergency services concerned is guaranteed. The
reception and use of such information should comply
with relevant Community law on the processing of
personal  data.  Steady information  technology
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(37)

(39)

improvements  will  progressively  support  the
simultaneous handling of several languages over the
networks at a reasonable cost. This in turn will ensure
additional safety for European citizens using the ‘112’
emergency call number.

Easy access to international telephone services is vital
for European citizens and European businesses. ‘00’ has
already been established as the standard international
telephone access code for the Community. Special
arrangements for making calls between adjacent
locations across borders between Member States may be
established or continued. The ITU has assigned, in
accordance with ITU Recommendation E.164, code
‘3883 to the European Telephony Numbering Space
(ETNS). In order to ensure connection of calls to the
ETNS, wundertakings operating public telephone
networks should ensure that calls using ‘3883’ are
directly or indirectly interconnected to ETNS serving
networks  specified in the relevant European
Telecommunications ~ Standards  Institute  (ETSI)
standards. Such interconnection arrangements should be
governed by the provisions of Directive 2002/19/EC of
the European Parliament and of the Council of 7 March
2002 on access to, and interconnection of, electronic
communications networks and associated facilities
(Access Directive) (1).

Access by end-users to all numbering resources in the
Community is a vital pre-condition for a single market.
It should include freephone, premium rate, and other
non-geographic numbers, except where the called
subscriber has chosen, for commercial reasons, to limit
access from certain geographical areas. Tariffs charged
to parties calling from outside the Member State
concerned need not be the same as for those parties
calling from inside that Member State.

Tone dialling and calling line identification facilities are
normally available on modern telephone exchanges and
can therefore increasingly be provided at little or no
expense. Tone dialling is increasingly being used for
user interaction with special services and facilities,
including value added services, and the absence of this
facility can prevent the user from making use of these
services. Member States are not required to impose
obligations to provide these facilities when they are
already available. Directive 97/66/EC safeguards the
privacy of users with regard to itemised billing, by
giving them the means to protect their right to privacy
when calling line identification is implemented. The
development of these services on a pan-European basis
would benefit consumers and is encouraged by this
Directive.

(") See page 7 of this Official Journal.

(40)

(41)

(42)

(43)

(44)

Number portability is a key facilitator of consumer
choice and effective competition in a competitive
telecommunications environment such that end-users
who so request should be able to retain their number(s)
on the public telephone network independently of the
organisation providing service. The provision of this
facility between connections to the public telephone
network at fixed and non-fixed locations is not covered
by this Directive. However, Member States may apply
provisions for porting numbers between networks
providing services at a fixed location and mobile
networks.

The impact of number portability is considerably
strengthened  when there is transparent tariff
information, both for end-users who port their numbers
and also for end-users who call those who have ported
their numbers. National regulatory authorities should,
where feasible, facilitate appropriate tariff transparency
as part of the implementation of number portability.

When ensuring that pricing for interconnection related
to the provision of number portability is cost-oriented,
national regulatory authorities may also take account of
prices available in comparable markets.

Currently, Member States impose certain ‘must carry’
obligations on networks for the distribution of radio or
television broadcasts to the public. Member States
should be able to lay down proportionate obligations on
undertakings under their jurisdiction, in the interest of
legitimate public policy considerations, but such
obligations should only be imposed where they are
necessary to meet general interest objectives clearly
defined by Member States in conformity with
Community law and should be proportionate,
transparent and subject to periodical review. ‘Must carry’
obligations imposed by Member States should be
reasonable, that is they should be proportionate and
transparent in the light of clearly defined general
interest objectives, and could, where appropriate, entail
a provision for proportionate remuneration. Such ‘must
carry’ obligations may include the transmission of
services specifically designed to enable appropriate
access by disabled users.

Networks used for the distribution of radio or television
broadcasts to the public include cable, satellite and
terrestrial broadcasting networks. They might also
include other networks to the extent that a significant

number of end-users use such networks as their
principal means to receive radio and television
broadcasts.
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(45)  Services providing content such as the offer for sale of a
package of sound or television broadcasting content are
not covered by the common regulatory framework for
electronic communications networks and services.
Providers of such services should not be subject to
universal service obligations in respect of these
activities. This Directive is without prejudice to
measures taken at national level, in compliance with
Community law, in respect of such services.

(46) Where a Member State seeks to ensure the provision of
other specific services throughout its national territory,
such obligations should be implemented on a cost
efficient basis and outside the scope of universal service
obligations. Accordingly, Member States may undertake
additional ~ measures  (such as facilitating  the
development of infrastructure or services in
circumstances where the market does not satisfactorily
address the requirements of end-users or consumers), in
conformity with Community law. As a reaction to the
Commission's e-Europe initiative, the Lisbon European
Council of 23 and 24 March 2000 called on Member
States to ensure that all schools have access to the
Internet and to multimedia resources.

(47) In the context of a competitive environment, the views
of interested parties, including users and consumers,
should be taken into account by national regulatory
authorities when dealing with issues related to
end-users' rights. Effective procedures should be
available to deal with disputes between consumers, on
the one hand, and undertakings providing publicly
available communications services, on the other.
Member States should take full account of Commission
Recommendation 98/257/EC of 30 March 1998 on the
principles applicable to the bodies responsible for
out-of-court settlement of consumer disputes (1).

(48) Co-regulation could be an appropriate way of
stimulating enhanced quality standards and improved
service performance. Co-regulation should be guided by
the same principles as formal regulation, i.e. it should
be objective, justified, proportional, non-discriminatory
and transparent.

(49)  This Directive should provide for elements of consumer
protection, including clear contract terms and dispute
resolution, and tariff transparency for consumers. It
should also encourage the extension of such benefits to
other categories of end-users, in particular small and
medium-sized enterprises.

(50) The provisions of this Directive do not prevent a
Member State from taking measures justified on
grounds set out in Articles 30 and 46 of the Treaty, and
in particular on grounds of public security, public policy
and public morality.

() OJ L 115, 17.4.1998, p. 31.

(51)  Since the objectives of the proposed action, namely
setting a common level of universal service for
telecommunications for all European users and of
harmonising conditions for access to and use of public
telephone networks at a fixed location and related
publicly available telephone services and also achieving
a harmonised framework for the regulation of electronic
communications services, electronic communications
networks and associated facilities, cannot be sufficiently
achieved by the Member States and can therefore by
reason of the scale or effects of the action be better
achieved at Community level, the Community may
adopt measures in accordance with the principles of
subsidiarity as set out in Article 5 of the Treaty. In
accordance with the principle of proportionality, as set
out in that Article, this Directive does not go beyond
what is necessary in order to achieve those objectives.

(52) The measures necessary for the implementation of this
Directive should be adopted in accordance with Council
Decision 1999/468/EC of 28 June 1999 laying down
the procedures for the exercise of implementing powers
conferred on the Commission (?),

HAVE ADOPTED THIS DIRECTIVE:

CHAPTER 1

SCOPE, AIMS AND DEFINITIONS

Article 1

Scope and aims

1.  Within the framework of Directive 2002/21/EC
(Framework Directive), this Directive concerns the provision of
electronic communications networks and services to end-users.
The aim is to ensure the availability throughout the
Community of good quality publicly available services through
effective competition and choice and to deal with
circumstances in which the needs of end-users are not
satisfactorily met by the market.

2. This Directive establishes the rights of end-users and the
corresponding obligations on undertakings providing publicly
available electronic communications networks and services.
With regard to ensuring provision of universal service within
an environment of open and competitive markets, this
Directive defines the minimum set of services of specified
quality to which all end-users have access, at an affordable

() OJL 184, 17.7.1999, p. 23.
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price in the light of specific national conditions, without
distorting competition. This Directive also sets out obligations
with regard to the provision of certain mandatory services
such as the retail provision of leased lines.

Atrticle 2

Definitions

For the purposes of this Directive, the definitions set out in
Article 2 of Directive 2002/21/EC (Framework Directive) shall

apply.

The following definitions shall also apply:

(a) ‘public pay telephone’ means a telephone available to the
general public, for the use of which the means of payment
may include coins andfor credit/debit cards andfor
pre-payment cards, including cards for use with dialling
codes;

(b) ‘public  telephone network’ means an electronic
communications network which is used to provide publicly
available telephone services; it supports the transfer
between network termination points of  speech
communications, and also other forms of communication,
such as facsimile and data;

(c) ‘publicly available telephone service’ means a service
available to the public for originating and receiving
national and international calls and access to emergency
services through a number or numbers in a national or
international telephone numbering plan, and in addition
may, where relevant, include one or more of the following
services: the provision of operator assistance, directory
enquiry services, directories, provision of public pay
phones, provision of service under special terms, provision
of special facilities for customers with disabilities or with
special  social needs andfor the provision of
non-geographic services;

(d) ‘geographic number’ means a number from the national
numbering plan where part of its digit structure contains
geographic significance used for routing calls to the
physical location of the network termination point (NTP);

() ‘network termination point’ (NTP) means the physical point
at which a subscriber is provided with access to a public
communications network; in the case of networks
involving switching or routing, the NTP is identified by
means of a specific network address, which may be linked
to a subscriber number or name;

(f) ‘non-geographic numbers’ means a number from the
national numbering plan that is not a geographic number.

It includes inter alia mobile, freephone and premium rate
numbers.

CHAPTER II

UNIVERSAL SERVICE OBLIGATIONS INCLUDING SOCIAL
OBLIGATIONS

Article 3

Availability of universal service

1. Member States shall ensure that the services set out in
this Chapter are made available at the quality specified to all
end-users in their territory, independently of geographical
location, and, in the light of specific national conditions, at an
affordable price.

2. Member States shall determine the most efficient and
appropriate approach for ensuring the implementation of
universal service, whilst respecting the principles of objectivity,
transparency, non-discrimination and proportionality. They
shall seek to minimise market distortions, in particular the
provision of services at prices or subject to other terms and
conditions which depart from normal commercial conditions,
whilst safeguarding the public interest.

Article 4

Provision of access at a fixed location

1. Member States shall ensure that all reasonable requests
for connection at a fixed location to the public telephone
network and for access to publicly available telephone services
at a fixed location are met by at least one undertaking.

2. The connection provided shall be capable of allowing
end-users to make and receive local, national and international
telephone  calls, facsimile communications and data
communications, at data rates that are sufficient to permit
functional Internet access, taking into account prevailing
technologies used by the majority of subscribers and
technological feasibility.

Article 5

Directory enquiry services and directories
1. Member States shall ensure that:

(@) at least one comprehensive directory is available to
end-users in a form approved by the relevant authority,
whether printed or electronic, or both, and is updated on a
regular basis, and at least once a year;
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(b) at least one comprehensive telephone directory enquiry
service is available to all end-users, including users of
public pay telephones.

2. The directories in paragraph 1 shall comprise, subject to
the provisions of Article 11 of Directive 97/66/EC, all
subscribers of publicly available telephone services.

3. Member States shall ensure that the undertaking(s)
providing the services referred to in paragraph 1 apply the
principle of non-discrimination to the treatment of
information that has been provided to them by other
undertakings.

Article 6

Public pay telephones

1.  Member States shall ensure that national regulatory
authorities can impose obligations on undertakings in order to
ensure that public pay telephones are provided to meet the
reasonable needs of end-users in terms of the geographical
coverage, the number of telephones, the accessibility of such
telephones to disabled users and the quality of services.

2. A Member State shall ensure that its national regulatory
authority can decide not to impose obligations under
paragraph 1 in all or part of its territory, if it is satisfied that
these facilities or comparable services are widely available, on
the basis of a consultation of interested parties as referred to in
Article 33.

3. Member States shall ensure that it is possible to make
emergency calls from public pay telephones using the single
European emergency call number ‘112" and other national
emergency numbers, all free of charge and without having to
use any means of payment.

Article 7

Special measures for disabled users

1. Member States shall, where appropriate, take specific
measures for disabled end-users in order to ensure access to
and affordability of publicly available telephone services,
including access to emergency services, directory enquiry
services and directories, equivalent to that enjoyed by other
end-users.

2. Member States may take specific measures, in the light of
national conditions, to ensure that disabled end-users can also
take advantage of the choice of undertakings and service
providers available to the majority of end-users.

Article 8

Designation of undertakings

1. Member States may designate one or more undertakings
to guarantee the provision of universal service as identified in
Articles 4, 5, 6 and 7 and, where applicable, Article 9(2) so
that the whole of the national territory can be covered.
Member States may designate different undertakings or sets of
undertakings to provide different elements of universal service
and/or to cover different parts of the national territory.

2. When Member States designate undertakings in part or
all of the national territory as having universal service
obligations, they shall do so using an efficient, objective,
transparent and non-discriminatory designation mechanism,
whereby no undertaking is a priori excluded from being
designated. Such designation methods shall ensure that
universal service is provided in a cost-effective manner and
may be used as a means of determining the net cost of the
universal service obligation in accordance with Article 12.

Article 9

Affordability of tariffs

1. National regulatory authorities shall monitor the
evolution and level of retail tariffs of the services identified in
Articles 4, 5, 6 and 7 as falling under the universal service
obligations and provided by designated undertakings, in
particular in relation to national consumer prices and income.

2. Member States may, in the light of national conditions,
require that designated undertakings provide tariff options or
packages to consumers which depart from those provided
under normal commercial conditions, in particular to ensure
that those on low incomes or with special social needs are not
prevented from accessing or using the publicly available
telephone service.

3. Member States may, besides any provision for designated
undertakings to provide special tariff options or to comply
with price caps or geographical averaging or other similar
schemes, ensure that support is provided to consumers
identified as having low incomes or special social needs.

4. Member States may require undertakings with obligations
under Articles 4, 5, 6 and 7 to apply common tariffs,
including geographical averaging, throughout the territory, in
the light of national conditions or to comply with price caps.

5. National regulatory authorities shall ensure that, where a
designated undertaking has an obligation to provide special
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tariff options, common tariffs, including geographical
averaging, or to comply with price caps, the conditions are
fully transparent and are published and applied in accordance
with the principle of non-discrimination. National regulatory
authorities may require that specific schemes be modified or
withdrawn.

Article 10

Control of expenditure

1. Member States shall ensure that designated undertakings,
in providing facilities and services additional to those referred
to in Articles 4, 5, 6, 7 and 9(2), establish terms and
conditions in such a way that the subscriber is not obliged to
pay for facilities or services which are not necessary or not
required for the service requested.

2. Member States shall ensure that designated undertakings
with obligations under Articles 4, 5, 6, 7 and 9(2) provide the
specific facilities and services set out in Annex I, Part A, in
order that subscribers can monitor and control expenditure
and avoid unwarranted disconnection of service.

3. Member States shall ensure that the relevant authority is
able to waive the requirements of paragraph 2 in all or part of
its national territory if it is satisfied that the facility is widely
available.

Article 11

Quality of service of designated undertakings

1. National regulatory authorities shall ensure that all
designated undertakings with obligations under Articles 4, 5,
6, 7 and 9(2) publish adequate and up-to-date information
concerning their performance in the provision of universal
service, based on the quality of service parameters, definitions
and measurement methods set out in Annex III. The published
information shall also be supplied to the national regulatory
authority.

2. National regulatory authorities may specify, inter alia,
additional quality of service standards, where relevant
parameters have been developed, to assess the performance of
undertakings in the provision of services to disabled end-users
and disabled consumers. National regulatory authorities shall
ensure that information concerning the performance of
undertakings in relation to these parameters is also published
and made available to the national regulatory authority.

3. National regulatory authorities may, in addition, specify
the content, form and manner of information to be published,
in order to ensure that end-users and consumers have access
to comprehensive, comparable and user-friendly information.

4. National regulatory authorities shall be able to set
performance targets for those undertakings with universal
service obligations at least under Article 4. In so doing,
national regulatory authorities shall take account of views of
interested parties, in particular as referred to in Article 33.

5. Member States shall ensure that national regulatory
authorities are able to monitor compliance with these
performance targets by designated undertakings.

6.  Persistent failure by an undertaking to meet performance
targets may result in specific measures being taken in
accordance with Directive 2002/20/EC of the European
Parliament and of the Council of 7 March 2002 on the
authorisation of electronic communications networks and
services  (Authorisation Directive) (!). National regulatory
authorities shall be able to order independent audits or similar
reviews of the performance data, paid for by the undertaking
concerned, in order to ensure the accuracy and comparability
of the data made available by undertakings with universal
service obligations.

Article 12

Costing of universal service obligations

1. Where national regulatory authorities consider that the
provision of universal service as set out in Articles 3 to 10
may represent an unfair burden on undertakings designated to
provide universal service, they shall calculate the net costs of
its provision.

For that purpose, national regulatory authorities shall:

(a) calculate the net cost of the universal service obligation,
taking into account any market benefit which accrues to
an undertaking designated to provide universal service, in
accordance with Annex IV, Part A; or

(b) make use of the net costs of providing universal service
identified by a designation mechanism in accordance with
Article 8(2).

2. The accounts andfor other information serving as the
basis for the calculation of the net cost of universal service
obligations under paragraph 1(a) shall be audited or verified by

(1) See page 21 of this Official Journal.
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the national regulatory authority or a body independent of the
relevant parties and approved by the national regulatory
authority. The results of the cost calculation and the
conclusions of the audit shall be publicly available.

Article 13

Financing of universal service obligations

1. Where, on the basis of the net cost calculation referred
to in Article 12, national regulatory authorities find that an
undertaking is subject to an unfair burden, Member States
shall, upon request from a designated undertaking, decide:

(a) to introduce a mechanism to compensate that undertaking
for the determined net costs under transparent conditions
from public funds; and/or

(b) to share the net cost of universal service obligations
between providers of electronic communications networks
and services.

2. Where the net cost is shared under paragraph 1(b),
Member States shall establish a sharing mechanism
administered by the national regulatory authority or a body
independent from the beneficiaries under the supervision of
the national regulatory authority. Only the net cost, as
determined in accordance with Article 12, of the obligations
laid down in Articles 3 to 10 may be financed.

3. A sharing mechanism shall respect the principles of
transparency, least market distortion, non-discrimination and
proportionality, in accordance with the principles of Annex 1V,
Part B. Member States may choose not to require contributions
from undertakings whose national turnover is less than a set
limit.

4. Any charges related to the sharing of the cost of
universal service obligations shall be unbundled and identified
separately for each undertaking. Such charges shall not be
imposed or collected from undertakings that are not providing
services in the territory of the Member State that has
established the sharing mechanism.

Article 14

Transparency

1. Where a mechanism for sharing the net cost of universal
service obligations as referred to in Article 13 is established,
national regulatory authorities shall ensure that the principles
for cost sharing, and details of the mechanism used, are
publicly available.

2. Subject to Community and national rules on business
confidentiality, national regulatory authorities shall ensure that
an annual report is published giving the calculated cost of
universal service obligations, identifying the contributions
made by all the undertakings involved, and identifying any
market benefits, that may have accrued to the undertaking(s)
designated to provide universal service, where a fund is
actually in place and working.

Article 15

Review of the scope of universal service

1. The Commission shall periodically review the scope of
universal service, in particular with a view to proposing to the
European Parliament and the Council that the scope be
changed or redefined. A review shall be carried out, on the
first occasion within two years after the date of application
referred to in Article 38(1), second subparagraph, and
subsequently every three years.

2. This review shall be undertaken in the light of social,
economic and technological developments, taking into
account, inter alia, mobility and data rates in the light of the
prevailing technologies used by the majority of subscribers.
The review process shall be undertaken in accordance with
Annex V. The Commission shall submit a report to the
European Parliament and the Council regarding the outcome
of the review.

CHAPTER III

REGULATORY CONTROLS ON UNDERTAKINGS WITH
SIGNIFICANT MARKET POWER IN SPECIFIC MARKETS

Article 16

Review of obligations
1. Member States shall maintain all obligations relating to:

(a) retail tariffs for the provision of access to and use of the
public telephone network, imposed under Article 17 of
Directive 98/10/EC of the European Parliament and of the
Council of 26 February 1998 on the application of open
network provision (ONP) to voice telephony and on
universal service for telecommunications in a competitive
environment (1);

(b) carrier selection or pre-selection, imposed under Directive
97/33/EC of the European Parliament and of the Council
of 30 June 1997 on  interconnection  in
telecommunications with regard to ensuring universal

() OJL 101, 1.4.1998, p. 24.
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service and interoperability through application of the
principles of open network provision (ONP) (});

(c) leased lines, imposed under Articles 3, 4, 6, 7, 8 and 10 of
Directive 92/44/EEC,

until a review has been carried out and a determination made
in accordance with the procedure in paragraph 3 of this
Article.

2. The Commission shall indicate relevant markets for the
obligations relating to retail markets in the initial
recommendation on relevant product and service markets and
the Decision identifying transnational markets to be adopted in
accordance with Article 15 of Directive 2002/21/EC
(Framework Directive).

3. Member States shall ensure that, as soon as possible after
the entry into force of this Directive, and periodically
thereafter, national regulatory authorities undertake a market
analysis, in accordance with the procedure set out in Article
16 of Directive 2002/21/EC (Framework Directive) to
determine whether to maintain, amend or withdraw the
obligations relating to retail markets. Measures taken shall be
subject to the procedure referred to in Article 7 of Directive
2002/21/EC (Framework Directive).

Article 17

Regulatory controls on retail services
1. Member States shall ensure that, where:

(a) as a result of a market analysis carried out in accordance
with Article 16(3) a national regulatory authority
determines that a given retail market identified in
accordance with Article 15 of Directive 2002/21/EC
(Framework Directive) is not effectively competitive, and

(b) the national regulatory authority concludes that obligations
imposed under Directive 2002/19/EC (Access Directive), or
Article 19 of this Directive would not result in the
achievement of the objectives set out in Article 8 of
Directive 2002/21/EC (Framework Directive),

national regulatory authorities shall impose appropriate
regulatory obligations on undertakings identified as having
significant market power on a given retail market in
accordance with Article 14 of Directive 2002/21/EC
(Framework Directive).

2. Obligations imposed under paragraph 1 shall be based
on the nature of the problem identified and be proportionate

() OJ L 199, 26.7.1997, p. 32. Directive as amended by Directive
98/61/EC (OJ L 268, 3.10.1998, p. 37).

and justified in the light of the objectives laid down in Article
8 of Directive 2002/21/EC (Framework Directive). The
obligations imposed may include requirements that the
identified undertakings do not charge excessive prices, inhibit
market entry or restrict competition by setting predatory
prices, show undue preference to specific end-users or
unreasonably bundle services. National regulatory authorities
may apply to such undertakings appropriate retail price cap
measures, measures to control individual tariffs, or measures to
orient tariffs towards costs or prices on comparable markets,
in order to protect end-user interests whilst promoting
effective competition.

3. National regulatory authorities shall, on request, submit
information to the Commission concerning the retail controls
applied and, where appropriate, the cost accounting systems
used by the undertakings concerned.

4. National regulatory authorities shall ensure that, where
an undertaking is subject to retail tariff regulation or other
relevant retail controls, the necessary and appropriate cost
accounting systems are implemented. National regulatory
authorities may specify the format and accounting
methodology to be used. Compliance with the cost accounting
system shall be verified by a qualified independent body.
National regulatory authorities shall ensure that a statement
concerning compliance is published annually.

5. Without prejudice to Article 9(2) and Article 10, national
regulatory authorities shall not apply retail control mechanisms
under paragraph 1 of this Article to geographical or user
markets where they are satisfied that there is effective
competition.

Article 18

Regulatory controls on the minimum set of leased lines

1. Where, as a result of the market analysis carried out in
accordance with Article 16(3), a national regulatory authority
determines that the market for the provision of part or all of
the minimum set of leased lines is not effectively competitive,
it shall identify undertakings with significant market power in
the provision of those specific elements of the minimum set of
leased lines services in all or part of its territory in accordance
with Article 14 of Directive 2002/21/EC (Framework
Directive). The national regulatory authority shall impose
obligations regarding the provision of the minimum set of
leased lines, as identified in the list of standards published in
the Official Journal of the European Communities in accordance
with Article 17 of Directive 2002/21/EC (Framework
Directive), and the conditions for such provision set out in
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Annex VII to this Directive, on such undertakings in relation
to those specific leased line markets.

2. Where as a result of the market analysis carried out in
accordance with Article 16(3), a national regulatory authority
determines that a relevant market for the provision of leased
lines in the minimum set is effectively competitive, it shall
withdraw the obligations referred to in paragraph 1 in relation
to this specific leased line market.

3. The minimum set of leased lines with harmonised
characteristics, and associated standards, shall be published in
the Official Journal of the European Communities as part of the
list of standards referred to in Article 17 of Directive
2002/21/EC (Framework Directive). The Commission may
adopt amendments necessary to adapt the minimum set of
leased lines to new technical developments and to changes in
market demand, including the possible deletion of certain
types of leased line from the minimum set, acting in
accordance with the procedure referred to in Article 37(2) of
this Directive.

Article 19

Carrier selection and carrier pre-selection

1. National regulatory authorities shall require undertakings
notified as having significant market power for the provision
of connection to and use of the public telephone network at a
fixed location in accordance with Article 16(3) to enable their
subscribers to access the services of any interconnected
provider of publicly available telephone services:

(a) on a call-by-call basis by dialling a carrier selection code;
and

(b) by means of pre-selection, with a facility to override any
pre-selected choice on a call-by-call basis by dialling a
carrier selection code.

2. User requirements for these facilities to be implemented
on other networks or in other ways shall be assessed in
accordance with the market analysis procedure laid down in
Atrticle 16 of Directive 2002/21/EC (Framework Directive) and
implemented in accordance with Article 12 of Directive
2002/19/EC (Access Directive).

3. National regulatory authorities shall ensure that pricing
for access and interconnection related to the provision of the
facilities in paragraph 1 is cost oriented and that direct charges
to subscribers, if any, do not act as a disincentive for the use
of these facilities.

CHAPTER IV

END-USER INTERESTS AND RIGHTS

Article 20

Contracts

1. Paragraphs 2, 3 and 4 apply without prejudice to
Community rules on consumer protection, in particular
Directives 97/7/EC and 93/13/EC, and national rules in
conformity with Community law.

2. Member States shall ensure that, where subscribing to
services providing connection andfor access to the public
telephone network, consumers have a right to a contract with
an undertaking or undertakings providing such services. The
contract shall specify at least:

(a) the identity and address of the supplier;

(b) services provided, the service quality levels offered, as well
as the time for the initial connection;

(c) the types of maintenance service offered;

(d) particulars of prices and tariffs and the means by which
up-to-date information on all applicable tariffs and
maintenance charges may be obtained;

(e) the duration of the contract, the conditions for renewal
and termination of services and of the contract;

(f) any compensation and the refund arrangements which
apply if contracted service quality levels are not met; and

(g) the method of initiating procedures for settlement of
disputes in accordance with Article 34.

Member States may extend these obligations to cover other
end-users.

3. Where contracts are concluded between consumers and
electronic communications services providers other than those
providing connection and/or access to the public telephone
network, the information in paragraph 2 shall also be included
in such contracts. Member States may extend this obligation to
cover other end-users.

4. Subscribers shall have a right to withdraw from their
contracts without penalty upon notice of proposed
modifications in the contractual conditions. Subscribers shall
be given adequate notice, not shorter than one month, ahead
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of any such modifications and shall be informed at the same
time of their right to withdraw, without penalty, from such
contracts, if they do not accept the new conditions.

Article 21

Transparency and publication of information

1.  Member States shall ensure that transparent and
up-to-date information on applicable prices and tariffs, and on
standard terms and conditions, in respect of access to and use
of publicly available telephone services is available to end-users
and consumers, in accordance with the provisions of Annex II.

2. National regulatory authorities shall encourage the
provision of information to enable end-users, as far as
appropriate, and consumers to make an independent
evaluation of the cost of alternative usage patterns, by means
of, for instance, interactive guides.

Article 22

Quality of service

1.  Member States shall ensure that national regulatory
authorities are, after taking account of the views of interested
parties, able to require undertakings that provide publicly
available electronic communications services to publish
comparable, adequate and up-to-date information for end-users
on the quality of their services. The information shall, on
request, also be supplied to the national regulatory authority in
advance of its publication.

2. National regulatory authorities may specify, inter alia, the
quality of service parameters to be measured, and the content,
form and manner of information to be published, in order to
ensure that end-users have access to comprehensive,
comparable and user-friendly information. Where appropriate,
the parameters, definitions and measurement methods given in
Annex III could be used.

Article 23

Integrity of the network

Member States shall take all necessary steps to ensure the
integrity of the public telephone network at fixed locations
and, in the event of catastrophic network breakdown or in
cases of force majeure, the availability of the public telephone
network and publicly available telephone services at fixed
locations. Member States shall ensure that undertakings
providing publicly available telephone services at fixed
locations take all reasonable steps to ensure uninterrupted
access to emergency services.

Article 24

Interoperability of consumer digital television equipment

In accordance with the provisions of Annex VI, Member States
shall ensure the interoperability of the consumer digital
television equipment referred to therein.

Article 25

Operator assistance and directory enquiry services

1. Member States shall ensure that subscribers to publicly
available telephone services have the right to have an entry in
the publicly available directory referred to in Article 5(1)(a).

2. Member States shall ensure that all undertakings which
assign telephone numbers to subscribers meet all reasonable
requests to make available, for the purposes of the provision of
publicly available directory enquiry services and directories, the
relevant information in an agreed format on terms which are
fair, objective, cost oriented and non-discriminatory.

3. Member States shall ensure that all end-users provided
with a connection to the public telephone network can access
operator assistance services and directory enquiry services in
accordance with Article 5(1)(b).

4. Member States shall not maintain any regulatory
restrictions which prevent end-users in one Member State from
accessing directly the directory enquiry service in another
Member State.

5.  Paragraphs 1, 2, 3 and 4 apply subject to the
requirements of Community legislation on the protection of
personal data and privacy and, in particular, Article 11 of
Directive 97/66/EC.

Article 26

Single European emergency call number

1. Member States shall ensure that, in addition to any other
national emergency call numbers specified by the national
regulatory authorities, all end-users of publicly available
telephone services, including users of public pay telephones,
are able to call the emergency services free of charge, by using
the single European emergency call number ‘112",

2. Member States shall ensure that calls to the single
European emergency call number ‘112° are appropriately
answered and handled in a manner best suited to the national
organisation of emergency systems and within the
technological possibilities of the networks.
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3. Member States shall ensure that undertakings which
operate public telephone networks make caller location
information available to authorities handling emergencies, to
the extent technically feasible, for all calls to the single
European emergency call number ‘112",

4. Member States shall ensure that citizens are adequately
informed about the existence and use of the single European
emergency call number ‘112",

Article 27

European telephone access codes

1. Member States shall ensure that the ‘00° code is the
standard international access code. Special arrangements for
making calls between adjacent locations across borders
between Member States may be established or continued. The
end-users of publicly available telephone services in the
locations concerned shall be fully informed of such
arrangements.

2. Member States shall ensure that all undertakings that
operate public telephone networks handle all calls to the
European telephony numbering space, without prejudice to the
need for an undertaking that operates a public telephone
network to recover the cost of the conveyance of calls on its
network.

Article 28

Non-geographic numbers

Member States shall ensure that end-users from other Member
States are able to access non-geographic numbers within their
territory where technically and economically feasible, except
where a called subscriber has chosen for commercial reasons
to limit access by calling parties located in specific
geographical areas.

Article 29

Provision of additional facilities

1.  Member States shall ensure that national regulatory
authorities are able to require all undertakings that operate
public telephone networks to make available to end-users the
facilities listed in Annex I, Part B, subject to technical feasibility
and economic viability.

2. A Member State may decide to waive paragraph 1 in all
or part of its territory if it considers, after taking into account
the views of interested parties, that there is sufficient access to
these facilities.

3. Without prejudice to Article 10(2), Member States may
impose the obligations in Annex I, Part A, point (e),
concerning disconnection as a general requirement on all
undertakings.

Article 30

Number portability

1. Member States shall ensure that all subscribers of
publicly available telephone services, including mobile services,
who so request can retain their number(s) independently of the
undertaking providing the service:

(a) in the case of geographic numbers, at a specific location;
and

(b) in the case of non-geographic numbers, at any location.

This paragraph does not apply to the porting of numbers
between networks providing services at a fixed location and
mobile networks.

2. National regulatory authorities shall ensure that pricing
for interconnection related to the provision of number
portability is cost oriented and that direct charges to
subscribers, if any, do not act as a disincentive for the use of
these facilities.

3. National regulatory authorities shall not impose retail
tariffs for the porting of numbers in a manner that would
distort competition, such as by setting specific or common
retail tariffs.

Article 31

‘Must carry’ obligations

1.  Member States may impose reasonable ‘must carry’
obligations, for the transmission of specified radio and
television broadcast channels and services, on undertakings
under their jurisdiction providing electronic communications
networks used for the distribution of radio or television
broadcasts to the public where a significant number of
end-users of such networks use them as their principal means
to receive radio and television broadcasts. Such obligations
shall only be imposed where they are necessary to meet clearly
defined general interest objectives and shall be proportionate
and transparent. The obligations shall be subject to periodical
review.

2. Neither paragraph 1 of this Article nor Article 3(2) of
Directive 2002/19/EC (Access Directive) shall prejudice the
ability of Member States to determine appropriate
remuneration, if any, in respect of measures taken in
accordance with this Article while ensuring that, in similar
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circumstances, there is no discrimination in the treatment of
undertakings providing electronic communications networks.
Where remuneration is provided for, Member States shall
ensure that it is applied in a proportionate and transparent
manner.

CHAPTER V

GENERAL AND FINAL PROVISIONS

Article 32

Additional mandatory services

Member States may decide to make additional services, apart
from services within the universal service obligations as
defined in Chapter II, publicly available in its own territory
but, in such circumstances, no compensation mechanism
involving specific undertakings may be imposed.

Article 33

Consultation with interested parties

1.  Member States shall ensure as far as appropriate that
national regulatory authorities take account of the views of
end-users, and consumers (including, in particular, disabled
users), manufacturers, undertakings that provide electronic
communications networks and/or services on issues related to
all end-user and consumer rights concerning publicly available
electronic communications services, in particular where they
have a significant impact on the market.

2. Where appropriate, interested parties may develop, with
the guidance of national regulatory authorities, mechanisms,
involving consumers, user groups and service providers, to
improve the general quality of service provision by, inter alia,
developing and monitoring codes of conduct and operating
standards.

Article 34

Out-of-court dispute resolution

1. Member States shall ensure that transparent, simple and
inexpensive out-of-court procedures are available for dealing
with unresolved disputes, involving consumers, relating to
issues covered by this Directive. Member States shall adopt
measures to ensure that such procedures enable disputes to be

settled fairly and promptly and may, where warranted, adopt a
system of reimbursement and/or compensation. Member States
may extend these obligations to cover disputes involving other
end-users.

2. Member States shall ensure that their legislation does not
hamper the establishment of complaints offices and the
provision of on-line services at the appropriate territorial level
to facilitate access to dispute resolution by consumers and
end-users.

3. Where such disputes involve parties in different Member
States, Member States shall coordinate their efforts with a view
to bringing about a resolution of the dispute.

4. This Article is without prejudice to national court
procedures.

Article 35

Technical adjustment

Amendments necessary to adapt Annexes I, II, III, VI and VII
to technological developments or to changes in market
demand shall be adopted by the Commission, acting in
accordance with the procedure referred to in Article 37(2).

Article 36

Notification, monitoring and review procedures

1. National regulatory authorities shall notify to the
Commission by at the latest the date of application referred to
in Article 38(1), second subparagraph, and immediately in the
event of any change thereafter in the names of undertakings
designated as having universal service obligations under Article
8(1).

The Commission shall make the information available in a
readily accessible form, and shall distribute it to the
Communications Committee referred to in Article 37.

2. National regulatory authorities shall notify to the
Commission the names of operators deemed to have
significant market power for the purposes of this Directive,
and the obligations imposed upon them under this Directive.
Any changes affecting the obligations imposed upon
undertakings or of the undertakings affected under the
provisions of this Directive shall be notified to the
Commission without delay.

3. The Commission shall periodically review the functioning
of this Directive and report to the European Parliament and to
the Council, on the first occasion not later than three years
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after the date of application referred to in Article 38(1), second
subparagraph. The Member States and national regulatory
authorities shall supply the necessary information to the
Commission for this purpose.

Article 37

Committee

1. The Commission shall be assisted by the
Communications Committee, set up by Article 22 of Directive
2002/21/EC (Framework Directive).

2. Where reference is made to this paragraph, Articles 5
and 7 of Decision 1999/468EC shall apply, having regard to
the provisions of Article 8 thereof.

The period laid down in Article 5(6) of Decision 1999/468/EC
shall be three months.

3. The Committee shall adopt its rules of procedure.

Article 38

Transposition

1. Member States shall adopt and publish the laws,
regulations and administrative provisions necessary to comply
with this Directive by 24 July 2003 at the latest. They shall
forthwith inform the Commission thereof.

They shall apply those measures from 25 July 2003.

2. When Member States adopt these measures, they shall
contain a reference to this Directive or be accompanied by
such a reference on the occasion of their official publication.
The methods of making such a reference shall be laid down by
the Member States.

3. Member States shall communicate to the Commission the
text of the provisions of national law which they adopt in the

field governed by this Directive and of any subsequent
modifications to those provisions.

Article 39

Entry into force

This Directive shall enter into force on the day of its
publication in the Official Journal of the European Communities.

Article 40

Addressees

This Directive is addressed to the Member States.

Done at Brussels, 7 March 2002.

For the European Parliament For the Council
The President The President
p. COX J. C. APARICIO
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ANNEX I

DESCRIPTION OF FACILITIES AND SERVICES REFERRED TO IN ARTICLE 10 (CONTROL OF

(@)

EXPENDITURE) AND ARTICLE 29 (ADDITIONAL FACILITIES)

Part A: Facilities and services referred to in Article 10

Itemised billing

Member States are to ensure that national regulatory authorities, subject to the requirements of relevant legislation
on the protection of personal data and privacy, may lay down the basic level of itemised bills which are to be
provided by designated undertakings (as established in Article 8) to consumers free of charge in order that they
can:

(i) allow verification and control of the charges incurred in using the public telephone network at a fixed location
and/or related publicly available telephone services, and

(i) adequately monitor their usage and expenditure and thereby exercise a reasonable degree of control over their
bills.

Where appropriate, additional levels of detail may be offered to subscribers at reasonable tariffs or at no charge.

Calls which are free of charge to the calling subscriber, including calls to helplines, are not to be identified in the
calling subscriber's itemised bill.

Selective call barring for outgoing calls, free of charge

Le. the facility whereby the subscriber can, on request to the telephone service provider, bar outgoing calls of
defined types or to defined types of numbers free of charge.

Pre-payment systems

Member States are to ensure that national regulatory authorities may require designated undertakings to provide
means for consumers to pay for access to the public telephone network and use of publicly available telephone
services on pre-paid terms.

Phased payment of connection fees

Member States are to ensure that national regulatory authorities may require designated undertakings to allow
consumers to pay for connection to the public telephone network on the basis of payments phased over time.

Non-payment of bills

Member States are to authorise specified measures, which are to be proportionate, non-discriminatory and
published, to cover non-payment of telephone bills for use of the public telephone network at fixed locations.
These measures are to ensure that due warning of any consequent service interruption or disconnection is given to
the subscriber beforehand. Except in cases of fraud, persistent late payment or non-payment, these measures are to
ensure, as far as is technically feasible, that any service interruption is confined to the service concerned.
Disconnection for non-payment of bills should take place only after due warning is given to the subscriber.
Member States may allow a period of limited service prior to complete disconnection, during which only calls that
do not incur a charge to the subscriber (e.g. ‘112’ calls) are permitted.

Part B: List of facilities referred to in Article 29

Tone dialling or DTMF (dual-tone multi-frequency operation)

Le. the public telephone network supports the use of DTMF tones as defined in ETSI ETR 207 for end-to-end
signalling throughout the network both within a Member State and between Member States.
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(b) Calling-line identification
Le. the calling party's number is presented to the called party prior to the call being established.

This facility should be provided in accordance with relevant legislation on protection of personal data and privacy,
in particular Directive 97/66/EC.

To the extent technically feasible, operators should provide data and signals to facilitate the offering of calling-line
identity and tone dialling across Member State boundaries.
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ANNEX II

INFORMATION TO BE PUBLISHED IN ACCORDANCE WITH ARTICLE 21
(TRANSPARENCY AND PUBLICATION OF INFORMATION)

The national regulatory authority has a responsibility to ensure that the information in this Annex is published, in
accordance with Article 21. It is for the national regulatory authority to decide which information is to be published by
the undertakings providing public telephone networks andfor publicly available telephone services and which
information is to be published by the national regulatory authority itself, so as to ensure that consumers are able to
make informed choices.

1.

2.1.

2.2.

2.3.

2.4.

2.5.

Name(s) and address(es) of undertaking(s)

Le. names and head office addresses of undertakings providing public telephone networks andfor publicly
available telephone services.

Publicly available telephone services offered

Scope of the publicly available telephone service

Description of the publicly available telephone services offered, indicating what is included in the subscription
charge and the periodic rental charge (e.g. operator services, directories, directory enquiry services, selective call

barring, itemised billing, maintenance, etc.).

Standard tariffs covering access, all types of usage charges, maintenance, and including details of standard
discounts applied and special and targeted tariff schemes.

Compensation/refund policy, including specific details of any compensation/refund schemes offered.
Types of maintenance service offered.

Standard contract conditions, including any minimum contractual period, if relevant.

Dispute settlement mechanisms including those developed by the undertaking.

Information about rights as regards universal service, including the facilities and services mentioned in Annex I.
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ANNEX III

QUALITY OF SERVICE PARAMETERS

Supply-time and quality-of-service parameters, definitions and measurement methods referred to
Articles 11 and 22

Parameter () Definition Measurement method
Supply time for initial connection ETSI EG 201 769-1 ETSI EG 201 769-1
Fault rate per access line ETSI EG 201 769-1 ETSI EG 201 769-1
Fault repair time ETSI EG 201 769-1 ETSI EG 201 769-1
Unsuccessful call ratio (%) ETSI EG 201 769-1 ETSI EG 201 769-1
Call set up time () ETSI EG 201 769-1 ETSI EG 201 769-1
Response times for operator services ETSI EG 201 769-1 ETSI EG 201 769-1
Response times for directory enquiry services ETSI EG 201 769-1 ETSI EG 201 769-1
Proportion of coin and card operated public pay ETSI EG 201 769-1 ETSI EG 201 769-1
telephones in working order
Bill correctness complaints ETSI EG 201 769-1 ETSI EG 201 769-1

(") Parameters should allow for performance to be analysed at a regional level (ie. no less than Level 2 in the Nomenclature of
Territorial Units for Statistics (NUTS) established by Eurostat).

(®) Member States may decide not to require that up-to-date information concerning the performance for these two parameters be kept,
if evidence is available to show that performance in these two areas is satisfactory.

Note: Version number of ETSI EG 201 769-1 is 1.1.1 (April 2000).




24.4.2002

Official Journal of the European Communities

L 108/73

ANNEX IV

CALCULATING THE NET COST, IF ANY, OF UNIVERSAL SERVICE OBLIGATIONS AND ESTABLISHING
ANY RECOVERY OR SHARING MECHANISM IN ACCORDANCE WITH ARTICLES 12 AND 13

Part A: Calculation of net cost

Universal service obligations refer to those obligations placed upon an undertaking by a Member State which concern
the provision of a network and service throughout a specified geographical area, including, where required, averaged
prices in that geographical area for the provision of that service or provision of specific tariff options for consumers
with low incomes or with special social needs.

National regulatory authorities are to consider all means to ensure appropriate incentives for undertakings (designated
or not) to provide universal service obligations cost efficiently. In undertaking a calculation exercise, the net cost of
universal service obligations is to be calculated as the difference between the net cost for a designated undertaking of
operating with the universal service obligations and operating without the universal service obligations. This applies
whether the network in a particular Member State is fully developed or is still undergoing development and expansion.
Due attention is to be given to correctly assessing the costs that any designated undertaking would have chosen to
avoid had there been no universal service obligation. The net cost calculation should assess the benefits, including
intangible benefits, to the universal service operator.

The calculation is to be based upon the costs attributable to:

(i) elements of the identified services which can only be provided at a loss or provided under cost conditions falling
outside normal commercial standards.

This category may include service elements such as access to emergency telephone services, provision of certain
public pay telephones, provision of certain services or equipment for disabled people, etc;

(ii) specific end-users or groups of end-users who, taking into account the cost of providing the specified network and
service, the revenue generated and any geographical averaging of prices imposed by the Member State, can only be
served at a loss or under cost conditions falling outside normal commercial standards.

This category includes those end-users or groups of end-users which would not be served by a commercial
operator which did not have an obligation to provide universal service.

The calculation of the net cost of specific aspects of universal service obligations is to be made separately and so as to
avoid the double counting of any direct or indirect benefits and costs. The overall net cost of universal service
obligations to any undertaking is to be calculated as the sum of the net costs arising from the specific components of
universal service obligations, taking account of any intangible benefits. The responsibility for verifying the net cost lies
with the national regulatory authority.

Part B: Recovery of any net costs of universal service obligations

The recovery or financing of any net costs of universal service obligations requires designated undertakings with
universal service obligations to be compensated for the services they provide under non-commercial conditions.
Because such a compensation involves financial transfers, Member States are to ensure that these are undertaken in an
objective, transparent, non-discriminatory and proportionate manner. This means that the transfers result in the least
distortion to competition and to user demand.

In accordance with Article 13(3), a sharing mechanism based on a fund should use a transparent and neutral means for
collecting contributions that avoids the danger of a double imposition of contributions falling on both outputs and
inputs of undertakings.

The independent body administering the fund is to be responsible for collecting contributions from undertakings which
are assessed as liable to contribute to the net cost of universal service obligations in the Member State and is to oversee
the transfer of sums due and/or administrative payments to the undertakings entitled to receive payments from the
fund.
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ANNEX V
PROCESS FOR REVIEWING THE SCOPE OF UNIVERSAL SERVICE IN ACCORDANCE WITH ARTICLE 15

In considering whether a review of the scope of universal service obligations should be undertaken, the Commission is
to take into consideration the following elements:

— social and market developments in terms of the services used by consumers,
— social and market developments in terms of the availability and choice of services to consumers,
— technological developments in terms of the way services are provided to consumers.

In considering whether the scope of universal service obligations be changed or redefined, the Commission is to take
into consideration the following elements:

— are specific services available to and used by a majority of consumers and does the lack of availability or non-use
by a minority of consumers result in social exclusion, and

— does the availability and use of specific services convey a general net benefit to all consumers such that public
intervention is warranted in circumstances where the specific services are not provided to the public under normal
commercial circumstances?
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ANNEX VI

INTEROPERABILITY OF DIGITAL CONSUMER EQUIPMENT REFERRED TO IN ARTICLE 24

The common scrambling algorithm and free-to-air reception

All consumer equipment intended for the reception of digital television signals, for sale or rent or otherwise made
available in the Community, capable of descrambling digital television signals, is to possess the capability to:

— allow the descrambling of such signals according to the common European scrambling algorithm as
administered by a recognised European standards organisation, currently ETSI;

— display signals that have been transmitted in clear provided that, in the event that such equipment is rented,
the rentee is in compliance with the relevant rental agreement.

Interoperability for analogue and digital television sets

Any analogue television set with an integral screen of visible diagonal greater than 42 cm which is put on the
market for sale or rent in the Community is to be fitted with at least one open interface socket, as standardised by
a recognised European standards organisation, e.g. as given in the CENELEC EN 50 049-1:1997 standard,
permitting simple connection of peripherals, especially additional decoders and digital receivers.

Any digital television set with an integral screen of visible diagonal greater than 30 cm which is put on the market
for sale or rent in the Community is to be fitted with at least one open interface socket (either standardised by, or
conforming to a standard adopted by, a recognised European standards organisation, or conforming to an
industry-wide specification) e.g. the DVB common interface connector, permitting simple connection of
peripherals, and able to pass all the elements of a digital television signal, including information relating to
interactive and conditionally accessed services.
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ANNEX VII

CONDITIONS FOR THE MINIMUM SET OF LEASED LINES REFERRED TO IN ARTICLE 18

Note: In accordance with the procedure in Article 18, provision of the minimum set of leased lines under the

conditions established by Directive 92/44/EC should continue until such time as the national regulatory
authority determines that there is effective competition in the relevant leased lines market.

National regulatory authorities are to ensure that provision of the minimum set of leased lines referred to in Article 18
follows the basic principles of non-discrimination, cost orientation and transparency.

3.1.

3.2.

3.3.

Non discrimination

National regulatory authorities are to ensure that the organisations identified as having significant market power
pursuant to Article 18(1) adhere to the principle of non-discrimination when providing leased lines referred to
in Article 18. Those organisations are to apply similar conditions in similar circumstances to organisations
providing similar services, and are to provide leased lines to others under the same conditions and of the same
quality as they provide for their own services, or those of their subsidiaries or partners, where applicable.

Cost orientation

National regulatory authorities are, where appropriate, to ensure that tariffs for leased lines referred to in Article
18 follow the basic principles of cost orientation.

To this end, national regulatory authorities are to ensure that undertakings identified as having significant
market power pursuant to Article 18(1) formulate and put in practice a suitable cost accounting system.

National regulatory authorities are to keep available, with an adequate level of detail, information on the cost
accounting systems applied by such undertakings. They are to submit this information to the Commission on
request.

Transparency

National regulatory authorities are to ensure that the following information in respect of the minimum set of
leased lines referred to in Article 18 is published in an easily accessible form.

Technical characteristics, including the physical and electrical characteristics as well as the detailed technical and
performance specifications which apply at the network termination point.

Tariffs, including the initial connection charges, the periodic rental charges and other charges. Where tariffs are
differentiated, this must be indicated.

Where, in response to a particular request, an organisation identified as having significant market power
pursuant to Article 18(1) considers it unreasonable to provide a leased line in the minimum set under its
published tariffs and supply conditions, it must seek the agreement of the national regulatory authority to vary
those conditions in that case.

Supply conditions, including at least the following elements:
— information concerning the ordering procedure,

— the typical delivery period, which is the period, counted from the date when the user has made a firm
request for a leased line, in which 95 % of all leased lines of the same type have been put through to the
customers.

This period will be established on the basis of the actual delivery periods of leased lines during a recent
time interval of reasonable duration. The calculation must not include cases where late delivery periods
were requested by users,
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— the contractual period, which includes the period which is in general laid down in the contract and the
minimum contractual period which the user is obliged to accept,

— the typical repair time, which is the period, counted from the time when a failure message has been given
to the responsible unit within the undertaking identified as having significant market power pursuant to
Article 18(1) up to the moment in which 80 % of all leased lines of the same type have been re-established
and in appropriate cases notified back in operation to the users. Where different classes of quality of repair
are offered for the same type of leased lines, the different typical repair times shall be published,

— any refund procedure.

In addition where a Member State considers that the achieved performance for the provision of the minimum
set of leased lines does not meet users' needs, it may define appropriate targets for the supply conditions listed
above.
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DIRECTIVE 2002/58/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 12 July 2002

concerning the processing of personal data and the protection of privacy in the electronic commu-
nications sector (Directive on privacy and electronic communications)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE
EUROPEAN UNION,

Having regard to the Treaty establishing the European Commu-
nity, and in particular Article 95 thereof,

Having regard to the proposal from the Commission (%),

Having regard to the opinion of the Economic and Social
Committee (3),

Having consulted the Committee of the Regions,

Acting in accordance with the procedure laid down in Article
251 of the Treaty (%),

Whereas:

Q) Directive 95/46/EC of the European Parliament and of
the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal
data and on the free movement of such data (%) requires
Member States to ensure the rights and freedoms of
natural persons with regard to the processing of personal
data, and in particular their right to privacy, in order to
ensure the free flow of personal data in the Community.

(2)  This Directive seeks to respect the fundamental rights
and observes the principles recognised in particular by
the Charter of fundamental rights of the European
Union. In particular, this Directive seeks to ensure full
respect for the rights set out in Articles 7 and 8 of that
Charter.

(3)  Confidentiality of communications is guaranteed in
accordance with the international instruments relating to
human rights, in particular the European Convention for
the Protection of Human Rights and Fundamental Free-
doms, and the constitutions of the Member States.

(4)  Directive 97/66/EC of the European Parliament and of
the Council of 15 December 1997 concerning the
processing of personal data and the protection of privacy
in the telecommunications sector (%) translated the princi-
ples set out in Directive 95/46/EC into specific rules for
the telecommunications sector. Directive 97/66/EC has
to be adapted to developments in the markets and tech-
nologies for electronic communications services in order
to provide an equal level of protection of personal data

() OJC 365E, 19.12.2000, p. 223.

(%) OJC 123, 25.4.2001, p. 53.

(]) Opinion of the European Parliament of 13 November 2001 (not yet
published in the Official Journal), Council Common Position of 28
January 2002 (OJ C 113 E, 14.5.2002, p. 39) and Decision of the
European Parliament of 30 May 2002 (not yet published in the Offi-
cial Journal). Council Decision of 25 June 2002.

(9 OJL281,23.11.1995, p. 31.

(%) OJL 24,30.1.1998, p. 1.

and privacy for users of publicly available electronic
communications services, regardless of the technologies
used. That Directive should therefore be repealed and
replaced by this Directive.

New advanced digital technologies are currently being
introduced in public communications networks in the
Community, which give rise to specific requirements
concerning the protection of personal data and privacy
of the user. The development of the information society
is characterised by the introduction of new electronic
communications services. Access to digital mobile
networks has become available and affordable for a large
public. These digital networks have large capacities and
possibilities for processing personal data. The successful
cross-border development of these services is partly
dependent on the confidence of users that their privacy
will not be at risk.

The Internet is overturning traditional market structures
by providing a common, global infrastructure for the
delivery of a wide range of electronic communications
services. Publicly available electronic communications
services over the Internet open new possibilities for users
but also new risks for their personal data and privacy.

In the case of public communications networks, specific
legal, regulatory and technical provisions should be made
in order to protect fundamental rights and freedoms of
natural persons and legitimate interests of legal persons,
in particular with regard to the increasing capacity for
automated storage and processing of data relating to
subscribers and users.

Legal, regulatory and technical provisions adopted by the
Member States concerning the protection of personal
data, privacy and the legitimate interest of legal persons,
in the electronic communication sector, should be
harmonised in order to avoid obstacles to the internal
market for electronic communication in accordance with
Article 14 of the Treaty. Harmonisation should be
limited to requirements necessary to guarantee that the
promotion and development of new electronic commu-
nications services and networks between Member States
are not hindered.
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©)

(10)

(11)

(12)

The Member States, providers and users concerned,
together with the competent Community bodies, should
cooperate in introducing and developing the relevant
technologies where this is necessary to apply the guaran-
tees provided for by this Directive and taking particular
account of the objectives of minimising the processing
of personal data and of using anonymous or pseudo-
nymous data where possible.

In the electronic communications sector, Directive 95/
46/EC applies in particular to all matters concerning
protection of fundamental rights and freedoms, which
are not specifically covered by the provisions of this
Directive, including the obligations on the controller and
the rights of individuals. Directive 95/46/EC applies to
non-public communications services.

Like Directive 95/46/EC, this Directive does not address
issues of protection of fundamental rights and freedoms
related to activities which are not governed by Commu-
nity law. Therefore it does not alter the existing balance
between the individual’s right to privacy and the possibi-
lity for Member States to take the measures referred to in
Article 15(1) of this Directive, necessary for the protec-
tion of public security, defence, State security (including
the economic well-being of the State when the activities
relate to State security matters) and the enforcement of
criminal law. Consequently, this Directive does not affect
the ability of Member States to carry out lawful intercep-
tion of electronic communications, or take other
measures, if necessary for any of these purposes and in
accordance with the European Convention for the
Protection of Human Rights and Fundamental Freedoms,
as interpreted by the rulings of the European Court of
Human Rights. Such measures must be appropriate,
strictly proportionate to the intended purpose and neces-
sary within a democratic society and should be subject
to adequate safeguards in accordance with the European
Convention for the Protection of Human Rights and
Fundamental Freedoms.

Subscribers to a publicly available electronic communica-
tions service may be natural or legal persons. By supple-
menting Directive 95/46/EC, this Directive is aimed at
protecting the fundamental rights of natural persons and
particularly their right to privacy, as well as the legiti-
mate interests of legal persons. This Directive does not
entail an obligation for Member States to extend the
application of Directive 95/46/EC to the protection of
the legitimate interests of legal persons, which is ensured
within the framework of the applicable Community and
national legislation.

The contractual relation between a subscriber and a
service provider may entail a periodic or a one-off
payment for the service provided or to be provided.
Prepaid cards are also considered as a contract.

(14)

(17

(18)

Location data may refer to the latitude, longitude and
altitude of the user's terminal equipment, to the direction
of travel, to the level of accuracy of the location informa-
tion, to the identification of the network cell in which
the terminal equipment is located at a certain point in
time and to the time the location information was
recorded.

A communication may include any naming, numbering
or addressing information provided by the sender of a
communication or the user of a connection to carry out
the communication. Traffic data may include any transla-
tion of this information by the network over which the
communication is transmitted for the purpose of
carrying out the transmission. Traffic data may, inter alia,
consist of data referring to the routing, duration, time or
volume of a communication, to the protocol used, to the
location of the terminal equipment of the sender or reci-
pient, to the network on which the communication
originates or terminates, to the beginning, end or dura-
tion of a connection. They may also consist of the
format in which the communication is conveyed by the
network.

Information that is part of a broadcasting service
provided over a public communications network is
intended for a potentially unlimited audience and does
not constitute a communication in the sense of this
Directive. However, in cases where the individual
subscriber or user receiving such information can be
identified, for example with video-on-demand services,
the information conveyed is covered within the meaning
of a communication for the purposes of this Directive.

For the purposes of this Directive, consent of a user or
subscriber, regardless of whether the latter is a natural or
a legal person, should have the same meaning as the data
subject's consent as defined and further specified in
Directive 95/46/EC. Consent may be given by any appro-
priate method enabling a freely given specific and
informed indication of the user's wishes, including by
ticking a box when visiting an Internet website.

Value added services may, for example, consist of advice
on least expensive tariff packages, route guidance, traffic
information, weather forecasts and tourist information.

The application of certain requirements relating to
presentation and restriction of calling and connected line
identification and to automatic call forwarding to
subscriber lines connected to analogue exchanges should
not be made mandatory in specific cases where such
application would prove to be technically impossible or
would require a disproportionate economic effort. It is
important for interested parties to be informed of such
cases and the Member States should therefore notify
them to the Commission.
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(20)  Service providers should take appropriate measures to (23) Confidentiality of communications should also be
safeguard the security of their services, if necessary in ensured in the course of lawful business practice. Where
conjunction with the provider of the network, and necessary and legally authorised, communications can be
inform subscribers of any special risks of a breach of the recorded for the purpose of providing evidence of a
security of the network. Such risks may especially occur commercial transaction. Directive 95/46/EC applies to
for electronic communications services over an open such processing. Parties to the communications should
network such as the Internet or analogue mobile tele- be informed prior to the recording about the recording,
phony. It is particularly important for subscribers and its purpose and the duration of its storage. The recorded
users of such services to be fully informed by their communication should be erased as soon as possible and
service provider of the existing security risks which lie in any case at the latest by the end of the period during
outside the scope of possible remedies by the service which the transaction can be lawfully challenged.
provider. Service providers who offer publicly available
electronic communications services over the Internet
should inform users and subscribers of measures they
can take to protect the security of their communications
for instance by using specific types of software or
encryption technologies. The requirement to inform
subscribers of particular security risks does not discharge
a service prowaer from t.he obll_gatlon to take, at its own (24)  Terminal equipment of users of electronic communica-
costs, appropriate and |mme_d|ate. measures to remedy tions networks and any information stored on such
any new, unforeseen security r|_sks and restore the equipment are part of the private sphere of the users
.n?(rmal §ecur|t'§y level O.f th? kserwc% Thg PFgV'S'ﬁ“ CI’J requiring protection under the European Convention for
Ibn ?rmatlfonha out secun];[y risks to the slu serl erh_s houh the Protection of Human Rights and Fundamental Free-
e free of charge except for any nominal costs which the doms. So-called spyware, web bugs, hidden identifiers
§ubscr|be_r may incur while receiving or collecting the and other similar devices can enter the user's terminal
|nfc_)rmat|on, for Instance by dpwnl_oadlng'an electro.nlc without their knowledge in order to gain access to infor-
mail message. Security is appraised in the light of Article mation, to store hidden information or to trace the activ-
17 of Directive 95/46/EC. ities of the user and may seriously intrude upon the
privacy of these users. The use of such devices should be
allowed only for legitimate purposes, with the knowl-
edge of the users concerned.
(21)  Measures should be taken to prevent unauthorised access
to communications in order to protect the confidentiality
of communications, including both the contents and any
data related to such communications, by means of public
communications ne_ztworks a_lnd publ!cly avall_able_ elep- (25) However, such devices, for instance so-called ‘cookies’,
tronic communications services. Natlo.nql Iegllslatlo_n in can be a legitimate and useful tool, for example, in
Some Member States onIy. prohlblts intentional analysing the effectiveness of website design and adver-
unauthorised access to communications. tising, and in verifying the identity of users engaged in
on-line transactions. Where such devices, for instance
cookies, are intended for a legitimate purpose, such as to
facilitate the provision of information society services,
their use should be allowed on condition that users are
provided with clear and precise information in accor-
dance with Directive 95/46/EC about the purposes of
(22)  The prohibition of storage of communications and the cookies or similar devices so as to ensure that users are

related traffic data by persons other than the users or
without their consent is not intended to prohibit any
automatic, intermediate and transient storage of this
information in so far as this takes place for the sole
purpose of carrying out the transmission in the elec-
tronic communications network and provided that the
information is not stored for any period longer than is
necessary for the transmission and for traffic manage-
ment purposes, and that during the period of storage the
confidentiality remains guaranteed. Where this is neces-
sary for making more efficient the onward transmission
of any publicly accessible information to other recipients
of the service upon their request, this Directive should
not prevent such information from being further stored,
provided that this information would in any case be
accessible to the public without restriction and that any
data referring to the individual subscribers or users
requesting such information are erased.

made aware of information being placed on the terminal
equipment they are using. Users should have the oppor-
tunity to refuse to have a cookie or similar device stored
on their terminal equipment. This is particularly impor-
tant where users other than the original user have access
to the terminal equipment and thereby to any data
containing privacy-sensitive information stored on such
equipment. Information and the right to refuse may be
offered once for the use of various devices to be installed
on the users terminal equipment during the same
connection and also covering any further use that may
be made of those devices during subsequent connections.
The methods for giving information, offering a right to
refuse or requesting consent should be made as user-
friendly as possible. Access to specific website content
may still be made conditional on the well-informed
acceptance of a cookie or similar device, if it is used for
a legitimate purpose.
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(26)

(27)

The data relating to subscribers processed within elec-
tronic communications networks to establish connec-
tions and to transmit information contain information
on the private life of natural persons and concern the
right to respect for their correspondence or concern the
legitimate interests of legal persons. Such data may only
be stored to the extent that is necessary for the provision
of the service for the purpose of billing and for intercon-
nection payments, and for a limited time. Any further
processing of such data which the provider of the
publicly available electronic communications services
may want to perform, for the marketing of electronic
communications services or for the provision of value
added services, may only be allowed if the subscriber has
agreed to this on the basis of accurate and full informa-
tion given by the provider of the publicly available elec-
tronic communications services about the types of
further processing it intends to perform and about the
subscriber's right not to give or to withdraw his/her
consent to such processing. Traffic data used for
marketing communications services or for the provision
of value added services should also be erased or made
anonymous after the provision of the service. Service
providers should always keep subscribers informed of
the types of data they are processing and the purposes
and duration for which this is done.

The exact moment of the completion of the transmission
of a communication, after which traffic data should be
erased except for billing purposes, may depend on the
type of electronic communications service that is
provided. For instance for a voice telephony call the
transmission will be completed as soon as either of the
users terminates the connection. For electronic mail the
transmission is completed as soon as the addressee
collects the message, typically from the server of his
service provider.

The obligation to erase traffic data or to make such data
anonymous when it is no longer needed for the purpose
of the transmission of a communication does not
conflict with such procedures on the Internet as the
caching in the domain name system of IP addresses or
the caching of IP addresses to physical address bindings
or the use of log-in information to control the right of
access to networks or services.

The service provider may process traffic data relating to
subscribers and users where necessary in individual cases
in order to detect technical failure or errors in the trans-
mission of communications. Traffic data necessary for
billing purposes may also be processed by the provider
in order to detect and stop fraud consisting of unpaid
use of the electronic communications service.

(30)

(31)

(32)

Systems for the provision of electronic communications
networks and services should be designed to limit the
amount of personal data necessary to a strict minimum.
Any activities related to the provision of the electronic
communications service that go beyond the transmission
of a communication and the billing thereof should be
based on aggregated, traffic data that cannot be related
to subscribers or users. Where such activities cannot be
based on aggregated data, they should be considered as
value added services for which the consent of the
subscriber is required.

Whether the consent to be obtained for the processing
of personal data with a view to providing a particular
value added service should be that of the user or of the
subscriber, will depend on the data to be processed and
on the type of service to be provided and on whether it
is technically, procedurally and contractually possible to
distinguish the individual using an electronic communi-
cations service from the legal or natural person having
subscribed to it.

Where the provider of an electronic communications
service or of a value added service subcontracts the
processing of personal data necessary for the provision
of these services to another entity, such subcontracting
and subsequent data processing should be in full compli-
ance with the requirements regarding controllers and
processors of personal data as set out in Directive 95/46/
EC. Where the provision of a value added service
requires that traffic or location data are forwarded from
an electronic communications service provider to a
provider of value added services, the subscribers or users
to whom the data are related should also be fully
informed of this forwarding before giving their consent
for the processing of the data.

The introduction of itemised bills has improved the
possibilities for the subscriber to check the accuracy of
the fees charged by the service provider but, at the same
time, it may jeopardise the privacy of the users of
publicly available electronic communications services.
Therefore, in order to preserve the privacy of the user,
Member States should encourage the development of
electronic communication service options such as alter-
native payment facilities which allow anonymous or
strictly private access to publicly available electronic
communications services, for example calling cards and
facilities for payment by credit card. To the same end,
Member States may ask the operators to offer their
subscribers a different type of detailed bill in which a
certain number of digits of the called number have been
deleted.
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(34) It is necessary, as regards calling line identification, to (37) Safeguards should be provided for subscribers against
protect the right of the calling party to withhold the the nuisance which may be caused by automatic call
presentation of the identification of the line from which forwarding by others. Moreover, in such cases, it must
the call is being made and the right of the called party to be possible for subscribers to stop the forwarded calls
reject calls from unidentified lines. There is justification being passed on to their terminals by simple request to
for overriding the elimination of calling line identifica- the provider of the publicly available electronic commu-
tion presentation in specific cases. Certain subscribers, in nications service.
particular help lines and similar organisations, have an
interest in guaranteeing the anonymity of their callers. It
is necessary, as regards connected line identification, to
protect the right and the legitimate interest of the called
party to withhold the presentation of the identification
of the line to which the calling party is actually (38) Directories of subscribers to electronic communications
connected, in particular in the case of forwarded calls. services are widely distributed and public. The right to
The providers of publicly available electronic communi- privacy of natural persons and the legitimate interest of
cations services should inform their subscribers of the legal persons require that subscribers are able to deter-
existence of calling and connected line identification in mine whether their personal data are published in a
the network and of all services which are offered on the directory and if so, which. Providers of public directories
basis of calling and connected line identification as well should inform the subscribers to be included in such
as the privacy options which are available. This will directories of the purposes of the directory and of any
allow the subscribers to make an informed choice about particular usage which may be made of electronic
the privacy facilities they may want to use. The privacy versions of public directories especially through search
options which are offered on a per-line basis do not functions embedded in the software, such as reverse
necessarily have to be available as an automatic network search functions enabling users of the directory to
service but may be obtainable through a simple request discover the name and address of the subscriber on the
to the provider of the publicly available electronic basis of a telephone number only.
communications service.

(39) The obligation to inform subscribers of the purpose(s) of
public directories in which their personal data are to be
included should be imposed on the party collecting the

(35) In digital mobile networks, location data giving the data for such inclusion. Where the data may be trans-
geographic position of the terminal equipment of the mitted to one or more third parties, the subscriber
mobile user are processed to enable the transmission of should be informed of this possibility and of the reci-
communications. Such data are traffic data covered by pient or the categories of possible recipients. Any trans-
Article 6 of this Directive. However, in addition, digital mission should be subject to the condition that the data
mobile networks may have the capacity to process loca- may not be used for other purposes than those for which
tion data which are more precise than is necessary for they were collected. If the party collecting the data from
the transmission of communications and which are used the subscriber or any third party to whom the data have
for the provision of value added services such as services been transmitted wishes to use the data for an additional
providing individualised traffic information and guidance purpose, the renewed consent of the subscriber is to be
to drivers. The processing of such data for value added obtained either by the initial party collecting the data or
services should only be allowed where subscribers have by the third party to whom the data have been trans-
given their consent. Even in cases where subscribers have mitted.
given their consent, they should have a simple means to
temporarily deny the processing of location data, free of
charge.

(40)  Safeguards should be provided for subscribers against
intrusion of their privacy by unsolicited communications
for direct marketing purposes in particular by means of
automated calling machines, telefaxes, and e-mails,
including SMS messages. These forms of unsolicited

(36) Member States may restrict the users' and subscribers’ commercial communications may on the one hand be

rights to privacy with regard to calling line identification
where this is necessary to trace nuisance calls and with
regard to calling line identification and location data
where this is necessary to allow emergency services to
carry out their tasks as effectively as possible. For these
purposes, Member States may adopt specific provisions
to entitle providers of electronic communications
services to provide access to calling line identification
and location data without the prior consent of the users
or subscribers concerned.

relatively easy and cheap to send and on the other may
impose a burden and/or cost on the recipient. Moreover,
in some cases their volume may also cause difficulties
for electronic communications networks and terminal
equipment. For such forms of unsolicited communica-
tions for direct marketing, it is justified to require that
prior explicit consent of the recipients is obtained before
such communications are addressed to them. The single
market requires a harmonised approach to ensure
simple, Community-wide rules for businesses and users.
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(41)

(45)

(46)

Within the context of an existing customer relationship,
it is reasonable to allow the use of electronic contact
details for the offering of similar products or services,
but only by the same company that has obtained the
electronic contact details in accordance with Directive
95/46/EC. When electronic contact details are obtained,
the customer should be informed about their further use
for direct marketing in a clear and distinct manner, and
be given the opportunity to refuse such usage. This
opportunity should continue to be offered with each
subsequent direct marketing message, free of charge,
except for any costs for the transmission of this refusal.

Other forms of direct marketing that are more costly for
the sender and impose no financial costs on subscribers
and users, such as person-to-person voice telephony
calls, may justify the maintenance of a system giving
subscribers or users the possibility to indicate that they
do not want to receive such calls. Nevertheless, in order
not to decrease existing levels of privacy protection,
Member States should be entitled to uphold national
systems, only allowing such calls to subscribers and users
who have given their prior consent.

To facilitate effective enforcement of Community rules
on unsolicited messages for direct marketing, it is neces-
sary to prohibit the use of false identities or false return
addresses or numbers while sending unsolicited messages
for direct marketing purposes.

Certain electronic mail systems allow subscribers to view
the sender and subject line of an electronic mail, and also
to delete the message, without having to download the
rest of the electronic mail’s content or any attachments,
thereby reducing costs which could arise from down-
loading unsolicited electronic mails or attachments.
These arrangements may continue to be useful in certain
cases as an additional tool to the general obligations
established in this Directive.

This Directive is without prejudice to the arrangements
which Member States make to protect the legitimate
interests of legal persons with regard to unsolicited
communications for direct marketing purposes. Where
Member States establish an opt-out register for such
communications to legal persons, mostly business users,
the provisions of Article 7 of Directive 2000/31/EC of
the European Parliament and of the Council of 8 June
2000 on certain legal aspects of information society
services, in particular electronic commerce, in the
internal market (Directive on electronic commerce) ()
are fully applicable.

The functionalities for the provision of electronic
communications services may be integrated in the
network or in any part of the terminal equipment of the
user, including the software. The protection of the
personal data and the privacy of the user of publicly
available electronic communications services should be
independent of the configuration of the various compo-

() OJL 178, 17.7.2000, p. 1.

(47)

nents necessary to provide the service and of the distri-
bution of the necessary functionalities between these
components. Directive 95/46/EC covers any form of
processing of personal data regardless of the technology
used. The existence of specific rules for electronic
communications services alongside general rules for
other components necessary for the provision of such
services may not facilitate the protection of personal data
and privacy in a technologically neutral way. It may
therefore be necessary to adopt measures requiring
manufacturers of certain types of equipment used for
electronic communications services to construct their
product in such a way as to incorporate safeguards to
ensure that the personal data and privacy of the user and
subscriber are protected. The adoption of such measures
in accordance with Directive 1999/5/EC of the European
Parliament and of the Council of 9 March 1999 on radio
equipment and telecommunications terminal equipment
and the mutual recognition of their conformity (%) will
ensure that the introduction of technical features of elec-
tronic communication equipment including software for
data protection purposes is harmonised in order to be
compatible with the implementation of the internal
market.

Where the rights of the users and subscribers are not
respected, national legislation should provide for judicial
remedies. Penalties should be imposed on any person,
whether governed by private or public law, who fails to
comply with the national measures taken under this
Directive.

It is useful, in the field of application of this Directive, to
draw on the experience of the Working Party on the
Protection of Individuals with regard to the Processing of
Personal Data composed of representatives of the super-
visory authorities of the Member States, set up by Article
29 of Directive 95/46/EC.

To facilitate compliance with the provisions of this
Directive, certain specific arrangements are needed for
processing of data already under way on the date that
national implementing legislation pursuant to this Direc-
tive enters into force,

HAVE ADOPTED THIS DIRECTIVE:

1

Article 1
Scope and aim

This Directive harmonises the provisions of the Member

States required to ensure an equivalent level of protection of
fundamental rights and freedoms, and in particular the right to
privacy, with respect to the processing of personal data in the
electronic communication sector and to ensure the free move-
ment of such data and of electronic communication equipment
and services in the Community.

() OJL 91, 7.4.1999, p. 10.
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2. The provisions of this Directive particularise and comple-
ment Directive 95/46/EC for the purposes mentioned in para-
graph 1. Moreover, they provide for protection of the legitimate
interests of subscribers who are legal persons.

3. This Directive shall not apply to activities which fall
outside the scope of the Treaty establishing the European
Community, such as those covered by Titles V and VI of the
Treaty on European Union, and in any case to activities
concerning public security, defence, State security (including
the economic well-being of the State when the activities relate
to State security matters) and the activities of the State in areas
of criminal law.

Article 2
Definitions

Save as otherwise provided, the definitions in Directive 95/46/
EC and in Directive 2002/21/EC of the European Parliament
and of the Council of 7 March 2002 on a common regulatory
framework for electronic communications networks and
services (Framework Directive) (*) shall apply.

The following definitions shall also apply:

(@) ‘user means any natural person using a publicly available
electronic communications service, for private or business
purposes, without necessarily having subscribed to this
service;

(b) ‘traffic data’ means any data processed for the purpose of
the conveyance of a communication on an electronic
communications network or for the billing thereof;

(c) ‘location data’ means any data processed in an electronic
communications network, indicating the geographic posi-
tion of the terminal equipment of a user of a publicly avail-
able electronic communications service;

(d) ‘communication’ means any information exchanged or
conveyed between a finite number of parties by means of a
publicly available electronic communications service. This
does not include any information conveyed as part of a
broadcasting service to the public over an electronic
communications network except to the extent that the
information can be related to the identifiable subscriber or
user receiving the information;

(e) ‘call’ means a connection established by means of a publicly
available telephone service allowing two-way communica-
tion in real time;

(f) ‘consent’ by a user or subscriber corresponds to the data
subject’s consent in Directive 95/46/EC;

(9) ‘value added service’ means any service which requires the
processing of traffic data or location data other than traffic
data beyond what is necessary for the transmission of a
communication or the billing thereof;

(h) ‘electronic mail' means any text, voice, sound or image
message sent over a public communications network which

() OJL 108, 24.4.2002, p. 33.

can be stored in the network or in the recipient’s terminal
equipment until it is collected by the recipient.

Article 3
Services concerned

1. This Directive shall apply to the processing of personal
data in connection with the provision of publicly available elec-
tronic communications services in public communications
networks in the Community.

2. Articles 8, 10 and 11 shall apply to subscriber lines
connected to digital exchanges and, where technically possible
and if it does not require a disproportionate economic effort, to
subscriber lines connected to analogue exchanges.

3. Cases where it would be technically impossible or require
a disproportionate economic effort to fulfil the requirements of
Articles 8, 10 and 11 shall be notified to the Commission by
the Member States.

Article 4
Security

1. The provider of a publicly available electronic communi-
cations service must take appropriate technical and organisa-
tional measures to safeguard security of its services, if necessary
in conjunction with the provider of the public communications
network with respect to network security. Having regard to the
state of the art and the cost of their implementation, these
measures shall ensure a level of security appropriate to the risk
presented.

2. In case of a particular risk of a breach of the security of
the network, the provider of a publicly available electronic
communications  service must inform the subscribers
concerning such risk and, where the risk lies outside the scope
of the measures to be taken by the service provider, of any
possible remedies, including an indication of the likely costs
involved.

Article 5
Confidentiality of the communications

1. Member States shall ensure the confidentiality of commu-
nications and the related traffic data by means of a public
communications network and publicly available electronic
communications services, through national legislation. In parti-
cular, they shall prohibit listening, tapping, storage or other
kinds of interception or surveillance of communications and
the related traffic data by persons other than users, without the
consent of the users concerned, except when legally authorised
to do so in accordance with Article 15(1). This paragraph shall
not prevent technical storage which is necessary for the convey-
ance of a communication without prejudice to the principle of
confidentiality.
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2. Paragraph 1 shall not affect any legally authorised
recording of communications and the related traffic data when
carried out in the course of lawful business practice for the
purpose of providing evidence of a commercial transaction or
of any other business communication.

3. Member States shall ensure that the use of electronic
communications networks to store information or to gain
access to information stored in the terminal equipment of a
subscriber or user is only allowed on condition that the
subscriber or user concerned is provided with clear and
comprehensive information in accordance with Directive 95/
46/EC, inter alia about the purposes of the processing, and is
offered the right to refuse such processing by the data
controller. This shall not prevent any technical storage or access
for the sole purpose of carrying out or facilitating the transmis-
sion of a communication over an electronic communications
network, or as strictly necessary in order to provide an informa-
tion society service explicitly requested by the subscriber or
user.

Atrticle 6
Traffic data

1. Traffic data relating to subscribers and users processed
and stored by the provider of a public communications
network or publicly available electronic communications
service must be erased or made anonymous when it is no
longer needed for the purpose of the transmission of a commu-
nication without prejudice to paragraphs 2, 3 and 5 of this
Article and Article 15(1).

2. Traffic data necessary for the purposes of subscriber
billing and interconnection payments may be processed. Such
processing is permissible only up to the end of the period
during which the bill may lawfully be challenged or payment
pursued.

3. For the purpose of marketing electronic communications
services or for the provision of value added services, the
provider of a publicly available electronic communications
service may process the data referred to in paragraph 1 to the
extent and for the duration necessary for such services or
marketing, if the subscriber or user to whom the data relate has
given his/her consent. Users or subscribers shall be given the
possibility to withdraw their consent for the processing of
traffic data at any time.

4. The service provider must inform the subscriber or user
of the types of traffic data which are processed and of the dura-
tion of such processing for the purposes mentioned in para-
graph 2 and, prior to obtaining consent, for the purposes
mentioned in paragraph 3.

5. Processing of traffic data, in accordance with paragraphs
1, 2, 3 and 4, must be restricted to persons acting under the
authority of providers of the public communications networks
and publicly available electronic communications services hand-
ling billing or traffic management, customer enquiries, fraud
detection, marketing electronic communications services or
providing a value added service, and must be restricted to what
is necessary for the purposes of such activities.

6.  Paragraphs 1, 2, 3 and 5 shall apply without prejudice to
the possibility for competent bodies to be informed of traffic
data in conformity with applicable legislation with a view to
settling disputes, in particular interconnection or billing
disputes.

Article 7
Itemised billing

1. Subscribers shall have the right to receive non-itemised
bills.

2. Member States shall apply national provisions in order to
reconcile the rights of subscribers receiving itemised bills with
the right to privacy of calling users and called subscribers, for
example by ensuring that sufficient alternative privacy enhan-
cing methods of communications or payments are available to
such users and subscribers.

Article 8

Presentation and restriction of calling and connected line
identification

1. Where presentation of calling line identification is offered,
the service provider must offer the calling user the possibility,
using a simple means and free of charge, of preventing the
presentation of the calling line identification on a per-call basis.
The calling subscriber must have this possibility on a per-line
basis.

2. Where presentation of calling line identification is offered,
the service provider must offer the called subscriber the possibi-
lity, using a simple means and free of charge for reasonable use
of this function, of preventing the presentation of the calling
line identification of incoming calls.

3. Where presentation of calling line identification is offered
and where the calling line identification is presented prior to
the call being established, the service provider must offer the
called subscriber the possibility, using a simple means, of
rejecting incoming calls where the presentation of the calling
line identification has been prevented by the calling user or
subscriber.

4. Where presentation of connected line identification is
offered, the service provider must offer the called subscriber the
possibility, using a simple means and free of charge, of
preventing the presentation of the connected line identification
to the calling user.

5. Paragraph 1 shall also apply with regard to calls to third
countries originating in the Community. Paragraphs 2, 3 and 4
shall also apply to incoming calls originating in third countries.

6. Member States shall ensure that where presentation of
calling and/or connected line identification is offered, the provi-
ders of publicly available electronic communications services
inform the public thereof and of the possibilities set out in
paragraphs 1, 2, 3 and 4.
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Article 9

Location data other than traffic data

1. Where location data other than traffic data, relating to
users or subscribers of public communications networks or
publicly available electronic communications services, can be
processed, such data may only be processed when they are
made anonymous, or with the consent of the users or subscri-
bers to the extent and for the duration necessary for the provi-
sion of a value added service. The service provider must inform
the users or subscribers, prior to obtaining their consent, of the
type of location data other than traffic data which will be
processed, of the purposes and duration of the processing and
whether the data will be transmitted to a third party for the
purpose of providing the value added service. Users or subscri-
bers shall be given the possibility to withdraw their consent for
the processing of location data other than traffic data at any
time.

2. Where consent of the users or subscribers has been
obtained for the processing of location data other than traffic
data, the user or subscriber must continue to have the possibi-
lity, using a simple means and free of charge, of temporarily
refusing the processing of such data for each connection to the
network or for each transmission of a communication.

3. Processing of location data other than traffic data in
accordance with paragraphs 1 and 2 must be restricted to
persons acting under the authority of the provider of the public
communications network or publicly available communications
service or of the third party providing the value added service,
and must be restricted to what is necessary for the purposes of
providing the value added service.

Article 10

Exceptions

Member States shall ensure that there are transparent proce-
dures governing the way in which a provider of a public
communications network and/or a publicly available electronic
communications service may override:

(a) the elimination of the presentation of calling line identifica-
tion, on a temporary basis, upon application of a subscriber
requesting the tracing of malicious or nuisance calls. In this
case, in accordance with national law, the data containing
the identification of the calling subscriber will be stored and
be made available by the provider of a public communica-
tions network and/or publicly available electronic commu-
nications service;

(b) the elimination of the presentation of calling line identifica-
tion and the temporary denial or absence of consent of a
subscriber or user for the processing of location data, on a
per-line basis for organisations dealing with emergency calls
and recognised as such by a Member State, including law
enforcement agencies, ambulance services and fire brigades,
for the purpose of responding to such calls.

Article 11
Automatic call forwarding

Member States shall ensure that any subscriber has the possibi-
lity, using a simple means and free of charge, of stopping
automatic call forwarding by a third party to the subscriber’s
terminal.

Article 12
Directories of subscribers

1. Member States shall ensure that subscribers are informed,
free of charge and before they are included in the directory,
about the purpose(s) of a printed or electronic directory of
subscribers available to the public or obtainable through direc-
tory enquiry services, in which their personal data can be
included and of any further usage possibilities based on search
functions embedded in electronic versions of the directory.

2. Member States shall ensure that subscribers are given the
opportunity to determine whether their personal data are
included in a public directory, and if so, which, to the extent
that such data are relevant for the purpose of the directory as
determined by the provider of the directory, and to verify,
correct or withdraw such data. Not being included in a public
subscriber directory, verifying, correcting or withdrawing
personal data from it shall be free of charge.

3. Member States may require that for any purpose of a
public directory other than the search of contact details of
persons on the basis of their name and, where necessary, a
minimum of other identifiers, additional consent be asked of
the subscribers.

4. Paragraphs 1 and 2 shall apply to subscribers who are
natural persons. Member States shall also ensure, in the frame-
work of Community law and applicable national legislation,
that the legitimate interests of subscribers other than natural
persons with regard to their entry in public directories are suffi-
ciently protected.

Atrticle 13
Unsolicited communications

1.  The use of automated calling systems without human
intervention (automatic calling machines), facsimile machines
(fax) or electronic mail for the purposes of direct marketing
may only be allowed in respect of subscribers who have given
their prior consent.

2. Notwithstanding paragraph 1, where a natural or legal
person obtains from its customers their electronic contact
details for electronic mail, in the context of the sale of a
product or a service, in accordance with Directive 95/46/EC,
the same natural or legal person may use these electronic
contact details for direct marketing of its own similar products
or services provided that customers clearly and distinctly are
given the opportunity to object, free of charge and in an easy
manner, to such use of electronic contact details when they are
collected and on the occasion of each message in case the
customer has not initially refused such use.
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3. Member States shall take appropriate measures to ensure
that, free of charge, unsolicited communications for purposes
of direct marketing, in cases other than those referred to in
paragraphs 1 and 2, are not allowed either without the consent
of the subscribers concerned or in respect of subscribers who
do not wish to receive these communications, the choice
between these options to be determined by national legislation.

4. In any event, the practice of sending electronic mail for
purposes of direct marketing disguising or concealing the iden-
tity of the sender on whose behalf the communication is made,
or without a valid address to which the recipient may send a
request that such communications cease, shall be prohibited.

5. Paragraphs 1 and 3 shall apply to subscribers who are
natural persons. Member States shall also ensure, in the frame-
work of Community law and applicable national legislation,
that the legitimate interests of subscribers other than natural
persons with regard to unsolicited communications are suffi-
ciently protected.

Article 14
Technical features and standardisation

1. In implementing the provisions of this Directive, Member
States shall ensure, subject to paragraphs 2 and 3, that no
mandatory requirements for specific technical features are
imposed on terminal or other electronic communication equip-
ment which could impede the placing of equipment on the
market and the free circulation of such equipment in and
between Member States.

2. Where provisions of this Directive can be implemented
only by requiring specific technical features in electronic
communications networks, Member States shall inform the
Commission in accordance with the procedure provided for by
Directive 98/34/EC of the European Parliament and of the
Council of 22 June 1998 laying down a procedure for the
provision of information in the field of technical standards and
regulations and of rules on information society services (%).

3. Where required, measures may be adopted to ensure that
terminal equipment is constructed in a way that is compatible
with the right of users to protect and control the use of their
personal data, in accordance with Directive 1999/5/EC and
Council Decision 87/95/EEC of 22 December 1986 on standar-
disation in the field of information technology and communica-
tions (3.

Article 15
Application of certain provisions of Directive 95/46/EC

1.  Member States may adopt legislative measures to restrict
the scope of the rights and obligations provided for in Article
5, Article 6, Article 8(1), (2), (3) and (4), and Article 9 of this

() OJ L 204, 21.7.1998, p. 37. Directive as amended by Directive 98/
48/EC (OJ L 217, 5.8.1998, p. 18).

(3 OJL 36, 7.2.1987, p. 31. Decision as last amended by the 1994 Act
of Accession.

Directive when such restriction constitutes a necessary, appro-
priate and proportionate measure within a democratic society
to safeguard national security (i.e. State security), defence,
public security, and the prevention, investigation, detection and
prosecution of criminal offences or of unauthorised use of the
electronic communication system, as referred to in Article
13(1) of Directive 95/46/EC. To this end, Member States may,
inter alia, adopt legislative measures providing for the retention
of data for a limited period justified on the grounds laid down
in this paragraph. All the measures referred to in this paragraph
shall be in accordance with the general principles of Commu-
nity law, including those referred to in Article 6(1) and (2) of
the Treaty on European Union.

2. The provisions of Chapter Il on judicial remedies, liability
and sanctions of Directive 95/46/EC shall apply with regard to
national provisions adopted pursuant to this Directive and with
regard to the individual rights derived from this Directive.

3. The Working Party on the Protection of Individuals with
regard to the Processing of Personal Data instituted by Article
29 of Directive 95/46/EC shall also carry out the tasks laid
down in Article 30 of that Directive with regard to matters
covered by this Directive, namely the protection of fundamental
rights and freedoms and of legitimate interests in the electronic
communications sector.

Article 16

Transitional arrangements

1. Article 12 shall not apply to editions of directories already
produced or placed on the market in printed or off-line elec-
tronic form before the national provisions adopted pursuant to
this Directive enter into force.

2. Where the personal data of subscribers to fixed or mobile
public voice telephony services have been included in a public
subscriber directory in conformity with the provisions of Direc-
tive 95/46/EC and of Article 11 of Directive 97/66/EC before
the national provisions adopted in pursuance of this Directive
enter into force, the personal data of such subscribers may
remain included in this public directory in its printed or elec-
tronic versions, including versions with reverse search func-
tions, unless subscribers indicate otherwise, after having
received complete information about purposes and options in
accordance with Article 12 of this Directive.

Article 17

Transposition

1. Before 31 October 2003 Member States shall bring into
force the provisions necessary to comply with this Directive.
They shall forthwith inform the Commission thereof.
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When Member States adopt those provisions, they shall contain
a reference to this Directive or be accompanied by such a refer-
ence on the occasion of their official publication. The methods
of making such reference shall be laid down by the Member
States.

2. Member States shall communicate to the Commission the
text of the provisions of national law which they adopt in the
field governed by this Directive and of any subsequent amend-
ments to those provisions.

Article 18
Review

The Commission shall submit to the European Parliament and
the Council, not later than three years after the date referred to
in Article 17(1), a report on the application of this Directive
and its impact on economic operators and consumers, in parti-
cular as regards the provisions on unsolicited communications,
taking into account the international environment. For this
purpose, the Commission may request information from the
Member States, which shall be supplied without undue delay.
Where appropriate, the Commission shall submit proposals to
amend this Directive, taking account of the results of that
report, any changes in the sector and any other proposal it may
deem necessary in order to improve the effectiveness of this
Directive.

Article 19
Repeal

Directive 97/66/EC is hereby repealed with effect from the date
referred to in Article 17(1).

References made to the repealed Directive shall be construed as
being made to this Directive.

Article 20

Entry into force

This Directive shall enter into force on the day of its publica-
tion in the Official Journal of the European Communities.

Article 21

Addressees

This Directive is addressed to the Member States.

Done at Brussels, 12 July 2002.

For the European Parliament For the Council
The President The President
p. COX T. PEDERSEN




DIRECTIVE 95/46/EC OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL

of 24 October 1995

on the protection of individuals with regard to the processing of personal data and on
the free movement of such data

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty establishing the European Community, and in particular Article
100a thereof,

Having regard to the proposal from the Commission (1),
Having regard to the opinion of the Economic and Social Committee (2),
Acting in accordance with the procedure referred to in Article 189b of the Treaty (3),

(1) Whereas the objectives of the Community, as laid down in the Treaty, as amended by the
Treaty on European Union, include creating an ever closer union among the peoples of
Europe, fostering closer relations between the States belonging to the Community, ensuring
economic and social progress by common action to eliminate the barriers which divide
Europe, encouraging the constant improvement of the living conditions of its peoples,
preserving and strengthening peace and liberty and promoting democracy on the basis of the
fundamental rights recognized in the constitution and laws of the Member States and in the
European Convention for the Protection of Human Rights and Fundamental Freedoms;

(2) Whereas data-processing systems are designed to serve man; whereas they must, whatever
the nationality or residence of natural persons, respect their fundamental rights and freedoms,
notably the right to privacy, and contribute to economic and social progress, trade expansion
and the well-being of individuals;

(3) Whereas the establishment and functioning of an internal market in which, in accordance
with Article 7a of the Treaty, the free movement of goods, persons, services and capital is
ensured require not only that personal data should be able to flow freely from one Member
State to another, but also that the fundamental rights of individuals should be safeguarded;

(4) Whereas increasingly frequent recourse is being had in the Community to the processing
of personal data in the various spheres of economic and social activity; whereas the progress
made in information technology is making the processing and exchange of such data
considerably easier;

(5) Whereas the economic and social integration resulting from the establishment and
functioning of the internal market within the meaning of Article 7a of the Treaty will
necessarily lead to a substantial increase in cross-border flows of personal data between all
those involved in a private or public capacity in economic and social activity in the Member
States; whereas the exchange of personal data between undertakings in different Member



States is set to increase; whereas the national authorities in the various Member States are
being called upon by virtue of Community law to collaborate and exchange personal data so
as to be able to perform their duties or carry out tasks on behalf of an authority in another
Member State within the context of the area without internal frontiers as constituted by the
internal market;

(6) Whereas, furthermore, the increase in scientific and technical cooperation and the
coordinated introduction of new telecommunications networks in the Community necessitate
and facilitate cross-border flows of personal data;

(7) Whereas the difference in levels of protection of the rights and freedoms of individuals,
notably the right to privacy, with regard to the processing of personal data afforded in the
Member States may prevent the transmission of such data from the territory of one Member
State to that of another Member State; whereas this difference may therefore constitute an
obstacle to the pursuit of a number of economic activities at Community level, distort
competition and impede authorities in the discharge of their responsibilities under Community
law; whereas this difference in levels of protection is due to the existence of a wide variety of
national laws, regulations and administrative provisions;

(8) Whereas, in order to remove the obstacles to flows of personal data, the level of protection
of the rights and freedoms of individuals with regard to the processing of such data must be
equivalent in all Member States; whereas this objective is vital to the internal market but
cannot be achieved by the Member States alone, especially in view of the scale of the
divergences which currently exist between the relevant laws in the Member States and the
need to coordinate the laws of the Member States so as to ensure that the cross-border flow of
personal data is regulated in a consistent manner that is in keeping with the objective of the
internal market as provided for in Article 7a of the Treaty; whereas Community action to
approximate those laws is therefore needed;

(9) Whereas, given the equivalent protection resulting from the approximation of national
laws, the Member States will no longer be able to inhibit the free movement between them of
personal data on grounds relating to protection of the rights and freedoms of individuals, and
in particular the right to privacy; whereas Member States will be left a margin for manoeuvre,
which may, in the context of implementation of the Directive, also be exercised by the
business and social partners; whereas Member States will therefore be able to specify in their
national law the general conditions governing the lawfulness of data processing; whereas in
doing so the Member States shall strive to improve the protection currently provided by their
legislation; whereas, within the limits of this margin for manoeuvre and in accordance with
Community law, disparities could arise in the implementation of the Directive, and this could
have an effect on the movement of data within a Member State as well as within the
Community;

(10) Whereas the object of the national laws on the processing of personal data is to protect
fundamental rights and freedoms, notably the right to privacy, which is recognized both in
Article 8 of the European Convention for the Protection of Human Rights and Fundamental
Freedoms and in the general principles of Community law; whereas, for that reason, the
approximation of those laws must not result in any lessening of the protection they afford but
must, on the contrary, seek to ensure a high level of protection in the Community;



(11) Whereas the principles of the protection of the rights and freedoms of individuals,
notably the right to privacy, which are contained in this Directive, give substance to and
amplify those contained in the Council of Europe Convention of 28 January 1981 for the
Protection of Individuals with regard to Automatic Processing of Personal Data;

(12) Whereas the protection principles must apply to all processing of personal data by any
person whose activities are governed by Community law; whereas there should be excluded
the processing of data carried out by a natural person in the exercise of activities which are
exclusively personal or domestic, such as correspondence and the holding of records of
addresses;

(13) Whereas the acitivities referred to in Titles V and VI of the Treaty on European Union
regarding public safety, defence, State security or the acitivities of the State in the area of
criminal laws fall outside the scope of Community law, without prejudice to the obligations
incumbent upon Member States under Article 56 (2), Article 57 or Article 100a of the Treaty
establishing the European Community; whereas the processing of personal data that is
necessary to safeguard the economic well-being of the State does not fall within the scope of
this Directive where such processing relates to State security matters;

(14) Whereas, given the importance of the developments under way, in the framework of the
information society, of the techniques used to capture, transmit, manipulate, record, store or
communicate sound and image data relating to natural persons, this Directive should be
applicable to processing involving such data;

(15) Whereas the processing of such data is covered by this Directive only if it is automated
or if the data processed are contained or are intended to be contained in a filing system
structured according to specific criteria relating to individuals, so as to permit easy access to
the personal data in question;

(16) Whereas the processing of sound and image data, such as in cases of video surveillance,
does not come within the scope of this Directive if it is carried out for the purposes of public
security, defence, national security or in the course of State activities relating to the area of
criminal law or of other activities which do not come within the scope of Community law;

(17) Whereas, as far as the processing of sound and image data carried out for purposes of
journalism or the purposes of literary or artistic expression is concerned, in particular in the
audiovisual field, the principles of the Directive are to apply in a restricted manner according
to the provisions laid down in Article 9;

(18) Whereas, in order to ensure that individuals are not deprived of the protection to which
they are entitled under this Directive, any processing of personal data in the Community must
be carried out in accordance with the law of one of the Member States; whereas, in this
connection, processing carried out under the responsibility of a controller who is established
in a Member State should be governed by the law of that State;

(19) Whereas establishment on the territory of a Member State implies the effective and real
exercise of activity through stable arrangements; whereas the legal form of such an
establishment, whether simply branch or a subsidiary with a legal personality, is not the
determining factor in this respect; whereas, when a single controller is established on the
territory of several Member States, particularly by means of subsidiaries, he must ensure, in



order to avoid any circumvention of national rules, that each of the establishments fulfils the
obligations imposed by the national law applicable to its activities;

(20) Whereas the fact that the processing of data is carried out by a person established in a
third country must not stand in the way of the protection of individuals provided for in this
Directive; whereas in these cases, the processing should be governed by the law of the
Member State in which the means used are located, and there should be guarantees to ensure
that the rights and obligations provided for in this Directive are respected in practice;

(21) Whereas this Directive is without prejudice to the rules of territoriality applicable in
criminal matters;

(22) Whereas Member States shall more precisely define in the laws they enact or when
bringing into force the measures taken under this Directive the general circumstances in
which processing is lawful; whereas in particular Article 5, in conjunction with Articles 7 and
8, allows Member States, independently of general rules, to provide for special processing
conditions for specific sectors and for the various categories of data covered by Article §;

(23) Whereas Member States are empowered to ensure the implementation of the protection
of individuals both by means of a general law on the protection of individuals as regards the
processing of personal data and by sectorial laws such as those relating, for example, to
statistical institutes;

(24) Whereas the legislation concerning the protection of legal persons with regard to the
processing data which concerns them is not affected by this Directive;

(25) Whereas the principles of protection must be reflected, on the one hand, in the
obligations imposed on persons, public authorities, enterprises, agencies or other bodies
responsible for processing, in particular regarding data quality, technical security, notification
to the supervisory authority, and the circumstances under which processing can be carried out,
and, on the other hand, in the right conferred on individuals, the data on whom are the subject
of processing, to be informed that processing is taking place, to consult the data, to request
corrections and even to object to processing in certain circumstances;

(26) Whereas the principles of protection must apply to any information concerning an
identified or identifiable person; whereas, to determine whether a person is identifiable,
account should be taken of all the means likely reasonably to be used either by the controller
or by any other person to identify the said person; whereas the principles of protection shall
not apply to data rendered anonymous in such a way that the data subject is no longer
identifiable; whereas codes of conduct within the meaning of Article 27 may be a useful
instrument for providing guidance as to the ways in which data may be rendered anonymous
and retained in a form in which identification of the data subject is no longer possible;

(27) Whereas the protection of individuals must apply as much to automatic processing of
data as to manual processing; whereas the scope of this protection must not in effect depend
on the techniques used, otherwise this would create a serious risk of circumvention; whereas,
nonetheless, as regards manual processing, this Directive covers only filing systems, not
unstructured files; whereas, in particular, the content of a filing system must be structured
according to specific criteria relating to individuals allowing easy access to the personal data;
whereas, in line with the definition in Article 2 (c), the different criteria for determining the



constituents of a structured set of personal data, and the different criteria governing access to
such a set, may be laid down by each Member State; whereas files or sets of files as well as
their cover pages, which are not structured according to specific criteria, shall under no
circumstances fall within the scope of this Directive;

(28) Whereas any processing of personal data must be lawful and fair to the individuals
concerned; whereas, in particular, the data must be adequate, relevant and not excessive in
relation to the purposes for which they are processed; whereas such purposes must be explicit
and legitimate and must be determined at the time of collection of the data; whereas the
purposes of processing further to collection shall not be incompatible with the purposes as
they were originally specified;

(29) Whereas the further processing of personal data for historical, statistical or scientific
purposes is not generally to be considered incompatible with the purposes for which the data
have previously been collected provided that Member States furnish suitable safeguards;
whereas these safeguards must in particular rule out the use of the data in support of measures
or decisions regarding any particular individual;

(30) Whereas, in order to be lawful, the processing of personal data must in addition be
carried out with the consent of the data subject or be necessary for the conclusion or
performance of a contract binding on the data subject, or as a legal requirement, or for the
performance of a task carried out in the public interest or in the exercise of official authority,
or in the legitimate interests of a natural or legal person, provided that the interests or the
rights and freedoms of the data subject are not overriding; whereas, in particular, in order to
maintain a balance between the interests involved while guaranteeing effective competition,
Member States may determine the circumstances in which personal data may be used or
disclosed to a third party in the context of the legitimate ordinary business activities of
companies and other bodies; whereas Member States may similarly specify the conditions
under which personal data may be disclosed to a third party for the purposes of marketing
whether carried out commercially or by a charitable organization or by any other association
or foundation, of a political nature for example, subject to the provisions allowing a data
subject to object to the processing of data regarding him, at no cost and without having to
state his reasons;

(31) Whereas the processing of personal data must equally be regarded as lawful where it is
carried out in order to protect an interest which is essential for the data subject's life;

(32) Whereas it is for national legislation to determine whether the controller performing a
task carried out in the public interest or in the exercise of official authority should be a public
administration or another natural or legal person governed by public law, or by private law
such as a professional association;

(33) Whereas data which are capable by their nature of infringing fundamental freedoms or
privacy should not be processed unless the data subject gives his explicit consent; whereas,
however, derogations from this prohibition must be explicitly provided for in respect of
specific needs, in particular where the processing of these data is carried out for certain
health-related purposes by persons subject to a legal obligation of professional secrecy or in
the course of legitimate activities by certain associations or foundations the purpose of which
is to permit the exercise of fundamental freedoms;



(34) Whereas Member States must also be authorized, when justified by grounds of important
public interest, to derogate from the prohibition on processing sensitive categories of data
where important reasons of public interest so justify in areas such as public health and social
protection - especially in order to ensure the quality and cost-effectiveness of the procedures
used for settling claims for benefits and services in the health insurance system - scientific
research and government statistics; whereas it is incumbent on them, however, to provide
specific and suitable safeguards so as to protect the fundamental rights and the privacy of
individuals;

(35) Whereas, moreover, the processing of personal data by official authorities for achieving
aims, laid down in constitutional law or international public law, of officially recognized
religious associations is carried out on important grounds of public interest;

(36) Whereas where, in the course of electoral activities, the operation of the democratic
system requires in certain Member States that political parties compile data on people's
political opinion, the processing of such data may be permitted for reasons of important public
interest, provided that appropriate safeguards are established;

(37) Whereas the processing of personal data for purposes of journalism or for purposes of
literary of artistic expression, in particular in the audiovisual field, should qualify for
exemption from the requirements of certain provisions of this Directive in so far as this is
necessary to reconcile the fundamental rights of individuals with freedom of information and
notably the right to receive and impart information, as guaranteed in particular in Article 10 of
the European Convention for the Protection of Human Rights and Fundamental Freedoms;
whereas Member States should therefore lay down exemptions and derogations necessary for
the purpose of balance between fundamental rights as regards general measures on the
legitimacy of data processing, measures on the transfer of data to third countries and the
power of the supervisory authority; whereas this should not, however, lead Member States to
lay down exemptions from the measures to ensure security of processing; whereas at least the
supervisory authority responsible for this sector should also be provided with certain ex-post
powers, e.g. to publish a regular report or to refer matters to the judicial authorities;

(38) Whereas, if the processing of data is to be fair, the data subject must be in a position to
learn of the existence of a processing operation and, where data are collected from him, must
be given accurate and full information, bearing in mind the circumstances of the collection;

(39) Whereas certain processing operations involve data which the controller has not collected
directly from the data subject; whereas, furthermore, data can be legitimately disclosed to a
third party, even if the disclosure was not anticipated at the time the data were collected from
the data subject; whereas, in all these cases, the data subject should be informed when the data
are recorded or at the latest when the data are first disclosed to a third party;

(40) Whereas, however, it is not necessary to impose this obligation of the data subject
already has the information; whereas, moreover, there will be no such obligation if the
recording or disclosure are expressly provided for by law or if the provision of information to
the data subject proves impossible or would involve disproportionate efforts, which could be
the case where processing is for historical, statistical or scientific purposes; whereas, in this
regard, the number of data subjects, the age of the data, and any compensatory measures
adopted may be taken into consideration;



(41) Whereas any person must be able to exercise the right of access to data relating to him
which are being processed, in order to verify in particular the accuracy of the data and the
lawfulness of the processing; whereas, for the same reasons, every data subject must also have
the right to know the logic involved in the automatic processing of data concerning him, at
least in the case of the automated decisions referred to in Article 15 (1); whereas this right
must not adversely affect trade secrets or intellectual property and in particular the copyright
protecting the software; whereas these considerations must not, however, result in the data
subject being refused all information;

(42) Whereas Member States may, in the interest of the data subject or so as to protect the
rights and freedoms of others, restrict rights of access and information; whereas they may, for
example, specify that access to medical data may be obtained only through a health
professional;

(43) Whereas restrictions on the rights of access and information and on certain obligations of
the controller may similarly be imposed by Member States in so far as they are necessary to
safeguard, for example, national security, defence, public safety, or important economic or
financial interests of a Member State or the Union, as well as criminal investigations and
prosecutions and action in respect of breaches of ethics in the regulated professions; whereas
the list of exceptions and limitations should include the tasks of monitoring, inspection or
regulation necessary in the three last-mentioned areas concerning public security, economic or
financial interests and crime prevention; whereas the listing of tasks in these three areas does
not affect the legitimacy of exceptions or restrictions for reasons of State security or defence;

(44) Whereas Member States may also be led, by virtue of the provisions of Community law,
to derogate from the provisions of this Directive concerning the right of access, the obligation
to inform individuals, and the quality of data, in order to secure certain of the purposes
referred to above;

(45) Whereas, in cases where data might lawfully be processed on grounds of public interest,
official authority or the legitimate interests of a natural or legal person, any data subject
should nevertheless be entitled, on legitimate and compelling grounds relating to his particular
situation, to object to the processing of any data relating to himself; whereas Member States
may nevertheless lay down national provisions to the contrary;

(46) Whereas the protection of the rights and freedoms of data subjects with regard to the
processing of personal data requires that appropriate technical and organizational measures be
taken, both at the time of the design of the processing system and at the time of the processing
itself, particularly in order to maintain security and thereby to prevent any unauthorized
processing; whereas it is incumbent on the Member States to ensure that controllers comply
with these measures; whereas these measures must ensure an appropriate level of security,
taking into account the state of the art and the costs of their implementation in relation to the
risks inherent in the processing and the nature of the data to be protected;

(47) Whereas where a message containing personal data is transmitted by means of a
telecommunications or electronic mail service, the sole purpose of which is the transmission
of such messages, the controller in respect of the personal data contained in the message will
normally be considered to be the person from whom the message originates, rather than the
person offering the transmission services; whereas, nevertheless, those offering such services



will normally be considered controllers in respect of the processing of the additional personal
data necessary for the operation of the service;

(48) Whereas the procedures for notifying the supervisory authority are designed to ensure
disclosure of the purposes and main features of any processing operation for the purpose of
verification that the operation is in accordance with the national measures taken under this
Directive;

(49) Whereas, in order to avoid unsuitable administrative formalities, exemptions from the
obligation to notify and simplification of the notification required may be provided for by
Member States in cases where processing is unlikely adversely to affect the rights and
freedoms of data subjects, provided that it is in accordance with a measure taken by a Member
State specifying its limits; whereas exemption or simplification may similarly be provided for
by Member States where a person appointed by the controller ensures that the processing
carried out is not likely adversely to affect the rights and freedoms of data subjects; whereas
such a data protection official, whether or not an employee of the controller, must be in a
position to exercise his functions in complete independence;

(50) Whereas exemption or simplification could be provided for in cases of processing
operations whose sole purpose is the keeping of a register intended, according to national law,
to provide information to the public and open to consultation by the public or by any person
demonstrating a legitimate interest;

(51) Whereas, nevertheless, simplification or exemption from the obligation to notify shall not
release the controller from any of the other obligations resulting from this Directive;

(52) Whereas, in this context, ex post facto verification by the competent authorities must in
general be considered a sufficient measure;

(53) Whereas, however, certain processing operation are likely to pose specific risks to the
rights and freedoms of data subjects by virtue of their nature, their scope or their purposes,
such as that of excluding individuals from a right, benefit or a contract, or by virtue of the
specific use of new technologies; whereas it is for Member States, if they so wish, to specify
such risks in their legislation;

(54) Whereas with regard to all the processing undertaken in society, the amount posing such
specific risks should be very limited; whereas Member States must provide that the
supervisory authority, or the data protection official in cooperation with the authority, check
such processing prior to it being carried out; whereas following this prior check, the
supervisory authority may, according to its national law, give an opinion or an authorization
regarding the processing; whereas such checking may equally take place in the course of the
preparation either of a measure of the national parliament or of a measure based on such a
legislative measure, which defines the nature of the processing and lays down appropriate
safeguards;

(55) Whereas, if the controller fails to respect the rights of data subjects, national legislation
must provide for a judicial remedy; whereas any damage which a person may suffer as a
result of unlawful processing must be compensated for by the controller, who may be
exempted from liability if he proves that he is not responsible for the damage, in particular in
cases where he establishes fault on the part of the data subject or in case of force majeure;



whereas sanctions must be imposed on any person, whether governed by private of public
law, who fails to comply with the national measures taken under this Directive;

(56) Whereas cross-border flows of personal data are necessary to the expansion of
international trade; whereas the protection of individuals guaranteed in the Community by this
Directive does not stand in the way of transfers of personal data to third countries which
ensure an adequate level of protection; whereas the adequacy of the level of protection
afforded by a third country must be assessed in the light of all the circumstances surrounding
the transfer operation or set of transfer operations;

(57) Whereas, on the other hand, the transfer of personal data to a third country which does
not ensure an adequate level of protection must be prohibited;

(58) Whereas provisions should be made for exemptions from this prohibition in certain
circumstances where the data subject has given his consent, where the transfer is necessary in
relation to a contract or a legal claim, where protection of an important public interest so
requires, for example in cases of international transfers of data between tax or customs
administrations or between services competent for social security matters, or where the
transfer is made from a register established by law and intended for consultation by the public
or persons having a legitimate interest; whereas in this case such a transfer should not involve
the entirety of the data or entire categories of the data contained in the register and, when the
register is intended for consultation by persons having a legitimate interest, the transfer should
be made only at the request of those persons or if they are to be the recipients;

(59) Whereas particular measures may be taken to compensate for the lack of protection in a
third country in cases where the controller offers appropriate safeguards; whereas, moreover,
provision must be made for procedures for negotiations between the Community and such
third countries;

(60) Whereas, in any event, transfers to third countries may be effected only in full
compliance with the provisions adopted by the Member States pursuant to this Directive, and
in particular Article 8 thereof;

(61) Whereas Member States and the Commission, in their respective spheres of competence,
must encourage the trade associations and other representative organizations concerned to
draw up codes of conduct so as to facilitate the application of this Directive, taking account of
the specific characteristics of the processing carried out in certain sectors, and respecting the
national provisions adopted for its implementation;

(62) Whereas the establishment in Member States of supervisory authorities, exercising their
functions with complete independence, is an essential component of the protection of
individuals with regard to the processing of personal data;

(63) Whereas such authorities must have the necessary means to perform their duties,
including powers of investigation and intervention, particularly in cases of complaints from
individuals, and powers to engage in legal proceedings; whereas such authorities must help to
ensure transparency of processing in the Member States within whose jurisdiction they fall;



(64) Whereas the authorities in the different Member States will need to assist one another in
performing their duties so as to ensure that the rules of protection are properly respected
throughout the European Union;

(65) Whereas, at Community level, a Working Party on the Protection of Individuals with
regard to the Processing of Personal Data must be set up and be completely independent in the
performance of its functions; whereas, having regard to its specific nature, it must advise the
Commission and, in particular, contribute to the uniform application of the national rules
adopted pursuant to this Directive;

(66) Whereas, with regard to the transfer of data to third countries, the application of this
Directive calls for the conferment of powers of implementation on the Commission and the
establishment of a procedure as laid down in Council Decision 87/373/EEC (1);

(67) Whereas an agreement on a modus vivendi between the European Parliament, the
Council and the Commission concerning the implementing measures for acts adopted in
accordance with the procedure laid down in Article 189b of the EC Treaty was reached on 20
December 1994;

(68) Whereas the principles set out in this Directive regarding the protection of the rights and
freedoms of individuals, notably their right to privacy, with regard to the processing of
personal data may be supplemented or clarified, in particular as far as certain sectors are
concerned, by specific rules based on those principles;

(69) Whereas Member States should be allowed a period of not more than three years from
the entry into force of the national measures transposing this Directive in which to apply such
new national rules progressively to all processing operations already under way; whereas, in
order to facilitate their cost-effective implementation, a further period expiring 12 years after
the date on which this Directive is adopted will be allowed to Member States to ensure the
conformity of existing manual filing systems with certain of the Directive's provisions;
whereas, where data contained in such filing systems are manually processed during this
extended transition period, those systems must be brought into conformity with these
provisions at the time of such processing;

(70) Whereas it is not necessary for the data subject to give his consent again so as to allow
the controller to continue to process, after the national provisions taken pursuant to this
Directive enter into force, any sensitive data necessary for the performance of a contract
concluded on the basis of free and informed consent before the entry into force of these
provisions;

(71) Whereas this Directive does not stand in the way of a Member State's regulating
marketing activities aimed at consumers residing in territory in so far as such regulation does

not concern the protection of individuals with regard to the processing of personal data;

(72) Whereas this Directive allows the principle of public access to official documents to be
taken into account when implementing the principles set out in this Directive,

HAVE ADOPTED THIS DIRECTIVE:

CHAPTER I GENERAL PROVISIONS



Article 1
Object of the Directive

1. In accordance with this Directive, Member States shall protect the fundamental rights and
freedoms of natural persons, and in particular their right to privacy with respect to the
processing of personal data.

2. Member States shall neither restrict nor prohibit the free flow of personal data between
Member States for reasons connected with the protection afforded under paragraph 1.

Article 2
Definitions
For the purposes of this Directive:

(a) 'personal data' shall mean any information relating to an identified or identifiable natural
person ('data subject'); an identifiable person is one who can be identified, directly or
indirectly, in particular by reference to an identification number or to one or more factors
specific to his physical, physiological, mental, economic, cultural or social identity;

(b) 'processing of personal data' ("processing') shall mean any operation or set of operations
which is performed upon personal data, whether or not by automatic means, such as
collection, recording, organization, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making available, alignment or
combination, blocking, erasure or destruction;

(c) 'personal data filing system' ('filing system') shall mean any structured set of personal data
which are accessible according to specific criteria, whether centralized, decentralized or
dispersed on a functional or geographical basis;

(d) 'controller' shall mean the natural or legal person, public authority, agency or any other
body which alone or jointly with others determines the purposes and means of the processing
of personal data; where the purposes and means of processing are determined by national or
Community laws or regulations, the controller or the specific criteria for his nomination may
be designated by national or Community law;

(e) 'processor’ shall mean a natural or legal person, public authority, agency or any other body
which processes personal data on behalf of the controller;

(f) 'third party' shall mean any natural or legal person, public authority, agency or any other
body other than the data subject, the controller, the processor and the persons who, under the
direct authority of the controller or the processor, are authorized to process the data;



(g) 'recipient' shall mean a natural or legal person, public authority, agency or any other body
to whom data are disclosed, whether a third party or not; however, authorities which may
receive data in the framework of a particular inquiry shall not be regarded as recipients;

(h) 'the data subject's consent' shall mean any freely given specific and informed indication of
his wishes by which the data subject signifies his agreement to personal data relating to him
being processed.

Article 3
Scope

1. This Directive shall apply to the processing of personal data wholly or partly by automatic
means, and to the processing otherwise than by automatic means of personal data which form
part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:

- in the course of an activity which falls outside the scope of Community law, such as those
provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concerning public security, defence, State security (including the
economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law,

- by a natural person in the course of a purely personal or household activity.

Article 4
National law applicable

1. Each Member State shall apply the national provisions it adopts pursuant to this Directive
to the processing of personal data where:

(a) the processing is carried out in the context of the activities of an establishment of the
controller on the territory of the Member State; when the same controller is established on the
territory of several Member States, he must take the necessary measures to ensure that each of
these establishments complies with the obligations laid down by the national law applicable;

(b) the controller is not established on the Member State's territory, but in a place where its
national law applies by virtue of international public law;

(c) the controller is not established on Community territory and, for purposes of processing
personal data makes use of equipment, automated or otherwise, situated on the territory of the
said Member State, unless such equipment is used only for purposes of transit through the
territory of the Community.



2. In the circumstances referred to in paragraph 1 (c), the controller must designate a
representative established in the territory of that Member State, without prejudice to legal
actions which could be initiated against the controller himself.

CHAPTER II GENERAL RULES ON THE LAWFULNESS OF THE PROCESSING OF
PERSONAL DATA

Article 5

Member States shall, within the limits of the provisions of this Chapter, determine more
precisely the conditions under which the processing of personal data is lawful.

SECTION I

PRINCIPLES RELATING TO DATA QUALITY

Article 6
1. Member States shall provide that personal data must be:
(a) processed fairly and lawfully;

(b) collected for specified, explicit and legitimate purposes and not further processed in a way
incompatible with those purposes. Further processing of data for historical, statistical or
scientific purposes shall not be considered as incompatible provided that Member States
provide appropriate safeguards;

(c) adequate, relevant and not excessive in relation to the purposes for which they are
collected and/or further processed;

(d) accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that data which are inaccurate or incomplete, having regard to the purposes for which
they were collected or for which they are further processed, are erased or rectified;

(e) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the data were collected or for which they are further processed.
Member States shall lay down appropriate safeguards for personal data stored for longer
periods for historical, statistical or scientific use.

2. It shall be for the controller to ensure that paragraph 1 is complied with.

SECTION II



CRITERIA FOR MAKING DATA PROCESSING LEGITIMATE

Article 7
Member States shall provide that personal data may be processed only if:
(a) the data subject has unambiguously given his consent; or

(b) processing is necessary for the performance of a contract to which the data subject is party
or in order to take steps at the request of the data subject prior to entering into a contract; or

(c) processing is necessary for compliance with a legal obligation to which the controller is
subject; or

(d) processing is necessary in order to protect the vital interests of the data subject; or

(e) processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller or in a third party to whom the data
are disclosed; or

(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by the third party or parties to whom the data are disclosed, except where such

interests are overridden by the interests for fundamental rights and freedoms of the data
subject which require protection under Article 1 (1).

SECTION III

SPECIAL CATEGORIES OF PROCESSING

Article 8

The processing of special categories of data

1. Member States shall prohibit the processing of personal data revealing racial or ethnic
origin, political opinions, religious or philosophical beliefs, trade-union membership, and the
processing of data concerning health or sex life.

2. Paragraph 1 shall not apply where:

(a) the data subject has given his explicit consent to the processing of those data, except where

the laws of the Member State provide that the prohibition referred to in paragraph 1 may not
be lifted by the data subject's giving his consent; or



(b) processing is necessary for the purposes of carrying out the obligations and specific rights
of the controller in the field of employment law in so far as it is authorized by national law
providing for adequate safeguards; or

(c) processing is necessary to protect the vital interests of the data subject or of another person
where the data subject is physically or legally incapable of giving his consent; or

(d) processing is carried out in the course of its legitimate activities with appropriate
guarantees by a foundation, association or any other non-profit-seeking body with a political,
philosophical, religious or trade-union aim and on condition that the processing relates solely
to the members of the body or to persons who have regular contact with it in connection with
its purposes and that the data are not disclosed to a third party without the consent of the data
subjects; or

(e) the processing relates to data which are manifestly made public by the data subject or is
necessary for the establishment, exercise or defence of legal claims.

3. Paragraph 1 shall not apply where processing of the data is required for the purposes of
preventive medicine, medical diagnosis, the provision of care or treatment or the management
of health-care services, and where those data are processed by a health professional subject
under national law or rules established by national competent bodies to the obligation of
professional secrecy or by another person also subject to an equivalent obligation of secrecy.

4. Subject to the provision of suitable safeguards, Member States may, for reasons of
substantial public interest, lay down exemptions in addition to those laid down in paragraph 2
either by national law or by decision of the supervisory authority.

5. Processing of data relating to offences, criminal convictions or security measures may be
carried out only under the control of official authority, or if suitable specific safeguards are
provided under national law, subject to derogations which may be granted by the Member
State under national provisions providing suitable specific safeguards. However, a complete
register of criminal convictions may be kept only under the control of official authority.

Member States may provide that data relating to administrative sanctions or judgements in
civil cases shall also be processed under the control of official authority.

6. Derogations from paragraph 1 provided for in paragraphs 4 and 5 shall be notified to the
Commission.

7. Member States shall determine the conditions under which a national identification number
or any other identifier of general application may be processed.

Article 9
Processing of personal data and freedom of expression

Member States shall provide for exemptions or derogations from the provisions of this
Chapter, Chapter IV and Chapter VI for the processing of personal data carried out solely for



journalistic purposes or the purpose of artistic or literary expression only if they are necessary
to reconcile the right to privacy with the rules governing freedom of expression.

SECTION IV

INFORMATION TO BE GIVEN TO THE DATA SUBJECT

Article 10

Information in cases of collection of data from the data subject

Member States shall provide that the controller or his representative must provide a data
subject from whom data relating to himself are collected with at least the following
information, except where he already has it:

(a) the identity of the controller and of his representative, if any;

(b) the purposes of the processing for which the data are intended;

(c) any further information such as

- the recipients or categories of recipients of the data,

- whether replies to the questions are obligatory or voluntary, as well as the possible
consequences of failure to reply,

- the existence of the right of access to and the right to rectify the data concerning him

in so far as such further information is necessary, having regard to the specific circumstances
in which the data are collected, to guarantee fair processing in respect of the data subject.

Article 11

Information where the data have not been obtained from the data subject

1. Where the data have not been obtained from the data subject, Member States shall provide
that the controller or his representative must at the time of undertaking the recording of
personal data or if a disclosure to a third party is envisaged, no later than the time when the
data are first disclosed provide the data subject with at least the following information, except
where he already has it:

(a) the identity of the controller and of his representative, if any;

(b) the purposes of the processing;



