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Technology itself cannot guarantee security, but security without the support of
technology is impossible. It provides information about threats, helps to build

effective protection against them and, if necessary, enables to neutralize them.
In other words: technology is a key “force enabler” for a more secure Europe.

An initial set of actions, identified for the technological part was compiled and edited:

1.Protection against mobile remote access on networked vehicles
- e.g. On vehicles with mobile communication and/or internet connections
- e.g. On applications of V2V and/or V21 communication
2.Protection of motor vehicles (full electronic system and components) against manipulation of
- external wireless remote data-transfer
- external wire-connected access (diagnostics-points, user-ports, etc)
- structural manipulation of the vehicles' electronic on-board system
3.Protection of electronic motor vehicle components against
- mal-function of non-certified components
- late implementation of non-certified software, e.g. Trojans, Viruses, Spy-
Ware,..
4 .Protection of digital data stored in the motor vehicle against unauthorised access and manipulation of:
o software know-how of electronic vehicle components,
0 personal operational and localisation information,
o commercial digital media (e.g. CD:s/DVD:s for digital maps,
audio/video),
0 business and personal data (mobile office),
0 wireless payments in motor vehicles (billing concepts, e-
payments, etc.).
5.Protection of motor vehicles and fleets by securing telematics and co-operative system applications:
- fleet management (e.g. for disaster management, rescue services, Fire brigades, police, military) manipulation in missic
control of specified fleets,
- mobile traffic data capture via on-board sensors, based on XFCD (Extended Floating Car Data) technologies, in order to
avoid manipulation of traffic flows,
- navigation services (e.g. for off-board navigation or hybrid navigation) to avoid manipulation of dynamically created
routes within an infrastructure,
- remote diagnostics and remote repair to avoid misleading vehicle diagnostics and recommendations,
- unauthorised software download to prevent the implementation of uncertified software.
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Proposed draft Terms of Reference of a Working Group:
“eSecurity” Technologies

What should the group investigate?

Investigate IC Technologies, which cover the vulnerability to Road Transport introduced by the
abuse of networked and co-operative systems. It has to complement the functional (threat
treatment) and administrative (legislation) wings with the identification of the requisite technology
a key “force enabler”. Therefore a joint effort of industry, infrastructure operators, public authorities
and users is highly important.

R~ Protection against mobile remote access on networked vehicles

R~ Protection the full electronic system and its components against
manipulation (e.g. wired & tele- data transfer)

R~ Protection of electronic motor vehicle components against e-assaults
(e.g. viruses, trojans, spy-ware, etc.)

R~ Protection of digital data stored in the motor vehicle against
unauthorised access and manipulation

R~ Protection of motor vehicles and fleets by securing telematics and co-
operative system applications

Who should be in the group?
About 10 — 15 persons representing all stakeholders Automotive Manufacturers and Suppliers,
Telecom Operators and Service Providers, Authorities and Road Operators, Research
Establishments and Academia
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