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Automotive Security in ISO/IEC JTC 1 SC 27Automotive Security in ISO/IEC JTC 1 SC 27

�� Meeting May 3 Meeting May 3 –– 12, 2007 in Moskau/St. Petersburg12, 2007 in Moskau/St. Petersburg

�� StudyStudy PeriodPeriod//CallCall forfor ContributionsContributions (Feb.(Feb.-- April 2007) April 2007) forfor
�� SectorSector SpecificSpecific ISMS Standards ISMS Standards forfor thethe Automotive IndustryAutomotive Industry
�� TwoTwo ContributionsContributions fromfrom SwedenSweden and and thethe USUS

�� Resolution 3:Resolution 3:
�� ……WG 1 WG 1 agreesagrees to to adoptadopt a a setset of of principlesprinciples forfor thethe inclusioninclusion of of sectorsector--

specificspecific ISMS ISMS standardsstandards in in thethe 27 000 27 000 familyfamily of of standardsstandards ……

�� Resolution 18;Resolution 18;
�� Extension of Extension of thethe StudyStudy periodperiod forfor SectorSector SpecificSpecific ISMS Standards ISMS Standards forfor thethe

Automotive Industry (Automotive Industry (tilltill Sept. 14, 2007)Sept. 14, 2007)

�� SC 27 WG 1 SC 27 WG 1 expectsexpects a a requestrequest fromfrom thethe eSafetyeSafety SteeringSteering Group Group forfor
liaisonliaison (Automotive Industry (Automotive Industry specificspecific ISMS ISMS standardsstandards))
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Working Groups of ISO/IEC JTC 1 SC 27Working Groups of ISO/IEC JTC 1 SC 27

WG 1 "Information Security Management Systems" WG 1 "Information Security Management Systems" 

�� WG1 covers the development of ISMS (Information Security ManagemWG1 covers the development of ISMS (Information Security Management System) standards and ent System) standards and 
guidelines. guidelines. ThisThis includesincludes: : 

�� Development and maintenance of the ISO/IEC 27000 ISMS standards Development and maintenance of the ISO/IEC 27000 ISMS standards family family 
�� Identification of requirements for future ISMS standards and guiIdentification of requirements for future ISMS standards and guidelines delines 

WG 2 "Cryptography and Security Mechanisms" WG 2 "Cryptography and Security Mechanisms" 

WG 3 "Security Evaluation Criteria" WG 3 "Security Evaluation Criteria" 

�� Standards for IT security evaluation and certification of IT sysStandards for IT security evaluation and certification of IT systems, components, and products. This will tems, components, and products. This will 
include consideration of computer networks, distributed systems,include consideration of computer networks, distributed systems, associated application services, associated application services, 
biometrics, etc.; biometrics, etc.; 

�� Three aspects may be distinguished: Three aspects may be distinguished: 
�� evaluationevaluation criteriacriteria; ; 
�� methodology for application of the criteria; methodology for application of the criteria; 
�� administrative procedures for evaluation, certification, and accadministrative procedures for evaluation, certification, and accreditation schemes; reditation schemes; 

�� This work will reflect the needs of relevant sectors in society,This work will reflect the needs of relevant sectors in society, as represented through ISO/IEC National as represented through ISO/IEC National 
Bodies and other organisations in liaison, expressed in standardBodies and other organisations in liaison, expressed in standards for security functionality and s for security functionality and 
assurance; assurance; 

�� Account will be taken of related ISO/IEC and ISO standards for qAccount will be taken of related ISO/IEC and ISO standards for quality management and testing so as uality management and testing so as 
not to duplicate these efforts. not to duplicate these efforts. 
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Working Groups of ISO/IEC JTC 1 SC 27Working Groups of ISO/IEC JTC 1 SC 27

WG 4 "Security controls and services"  WG 4 "Security controls and services"  

�� The development and maintenance of standards and guidelines addrThe development and maintenance of standards and guidelines addressing services and essing services and 
applications supporting the implementation of control objectivesapplications supporting the implementation of control objectives and controls as defined in and controls as defined in 
ISO/IEC 27001. ISO/IEC 27001. ThisThis includesincludes, , butbut isis notnot limitedlimited to to 
�� IT IT NetworkNetwork securitysecurity
�� Information security incident management and disaster recovery Information security incident management and disaster recovery 
�� TrustedTrusted ThirdThird Party Party servicesservices
�� Security information objects for access control Security information objects for access control 
�� Identification of requirements for and development of future serIdentification of requirements for and development of future service and applications vice and applications 

�� Standards and guidelines, for example in the areas of Standards and guidelines, for example in the areas of 
�� Business Business ContinuityContinuity
�� CyberCyber SecuritySecurity
�� OutsourcingOutsourcing

WG 5 "Identity management and privacy technologies" WG 5 "Identity management and privacy technologies" 

�� The development and maintenance of standards and guidelines addrThe development and maintenance of standards and guidelines addressing security essing security 
aspects of identity management, biometrics and privacy. aspects of identity management, biometrics and privacy. 

�� Identification of requirements for and development of future staIdentification of requirements for and development of future standards and guidelines in ndards and guidelines in 
these areas.these areas.
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List of List of DocumentsDocuments to to bebe analyzedanalyzed

�� FollowingFollowing documentsdocuments havehave to to bebe checkedchecked forfor applicabilityapplicability in in thethe automotiveautomotive sectorsector (IS0 (IS0 ……))

�� 13335 Management of 13335 Management of informationinformation and and communicationscommunications technology technology securitysecurity (WG 1)(WG 1)
�� 27000 Information 27000 Information securitysecurity managementmanagement systemsystem fundamentalsfundamentals and and vocabularyvocabulary (WG 1)(WG 1)
�� 27001 Information 27001 Information securitysecurity managementmanagement systemssystems –– RequirementsRequirements (WG 1)(WG 1)
�� 27002 Code of 27002 Code of practicepractice forfor informationinformation securitysecurity managementmanagement (WG 1), (WG 1), formerlyformerly 1779917799
�� 27003 Information 27003 Information securitysecurity managementmanagement systemssystems –– ImplementationImplementation GuidelinesGuidelines (WG 1)(WG 1)
�� 27004 Information 27004 Information securitysecurity managementmanagement measurementsmeasurements (WG 1)(WG 1)
�� 27005 Information 27005 Information securitysecurity riskrisk managementmanagement (WG 1)(WG 1)

�� 1540815408--1,1,--2,2,--3 Evaluation 3 Evaluation criteriacriteria forfor ITIT--SecuritySecurity (WG 3)(WG 3)
�� 1544315443--1,1,--2,2,--3 A Framework 3 A Framework forfor IT IT SecuritySecurity assuranceassurance (WG 3)(WG 3)
�� 18045 18045 MethodologyMethodology forfor IT IT securitysecurity evaluationevaluation (WG 3)(WG 3)
�� 19791 19791 SecuritySecurity assessmentassessment of operational of operational systemssystems (WG 3)(WG 3)
�� 21827 Systems 21827 Systems SecuritySecurity Engineering Engineering –– CapabilityCapability MaturityMaturity Model) (WG 3)Model) (WG 3)

�� 1802818028--1,1,--2,2,--3, 3, --4, 4, --5 IT 5 IT NetworkNetwork SecuritySecurity (WG 4)(WG 4)
�� 18044 Information 18044 Information securitysecurity incidentincident managementmanagement (WG 4)(WG 4)

New New ProposalsProposals::
�� A A PrivacyPrivacy frameworkframework (WG 5)(WG 5)
�� A A PrivacyPrivacy referencereference architecturearchitecture (WG 5)(WG 5)

�� OtherOther interestinginteresting documentsdocuments
�� WELMEC Software Guide (Directive 2004/22/EC)WELMEC Software Guide (Directive 2004/22/EC)


