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StructureStructure of of thethe SecuritySecurity AnalysisAnalysis
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Actual state of specificationsActual state of specifications

Normative referencesNormative references
ISO 14819 Part 1ISO 14819 Part 1--3, 63, 6
Traffic and Traveller Information (TTI) Traffic and Traveller Information (TTI) –– TTI Messages via traffic TTI Messages via traffic 
message codingmessage coding
ISO/TS 18234 Part 1ISO/TS 18234 Part 1--66
Traffic and Travel Information (TTI) Traffic and Travel Information (TTI) –– TTI via Transport Protocol TTI via Transport Protocol 
Experts Group (TPEG) dataExperts Group (TPEG) data--streamsstreams
ISO/TS 24530 Part 1ISO/TS 24530 Part 1--44
Traffic and Travel Information (TTI) Traffic and Travel Information (TTI) –– TTI via Transport Protocol TTI via Transport Protocol 
Experts Group (TPEG) Extensible Experts Group (TPEG) Extensible MarkupMarkup Language (XML)Language (XML)

Cross referencesCross references
RTTI WGRTTI WG
Communications WGCommunications WG
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Actual state Actual state –– TPEG data streamsTPEG data streams

ConfidentialityConfidentiality
No encryption mechanism designated in the technical specificatioNo encryption mechanism designated in the technical specification.n.
The metadata of service frame 01 for conventional data provide aThe metadata of service frame 01 for conventional data provide a
field of 1 byte length called "encryption indicator", which signfield of 1 byte length called "encryption indicator", which signals if or als if or 
if not an encryption and/or compression is applied to all data oif not an encryption and/or compression is applied to all data of the f the 
component multiplex of the conventional data service frame.component multiplex of the conventional data service frame.

Data Data IntegrityIntegrity
No mechanisms to ensure data integrity are defined.No mechanisms to ensure data integrity are defined.
A service provider may integrate data integrity services into thA service provider may integrate data integrity services into the e 
encryption function by its own.encryption function by its own.
For transmission errors (but not malicious modifications) CRC isFor transmission errors (but not malicious modifications) CRC is
used for headers inside a transport frame. (TPEG assumes an used for headers inside a transport frame. (TPEG assumes an errrorerrror
correcting bearer)correcting bearer)
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Actual state Actual state –– tpegMLtpegML

The documents ISO/TS 24530 Part 1The documents ISO/TS 24530 Part 1--4 provide knowledge, 4 provide knowledge, 
data types and document type definitions (DTD) to convert data types and document type definitions (DTD) to convert 
the binary TPEG format into an XML representation.the binary TPEG format into an XML representation.
tpegMLtpegML is an application layer protocolis an application layer protocol
Only used as an exchange format between Content and Only used as an exchange format between Content and 
Service Provider and not between different Content Service Provider and not between different Content 
Providers, because Providers, because tpegMLtpegML does not consider special does not consider special 
metadata concerning the information source etc.metadata concerning the information source etc.

For TPEG in XML (For TPEG in XML (tpegMLtpegML) there are no security services ) there are no security services 
intended in the corresponding technical specifications.intended in the corresponding technical specifications.
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Actual state Actual state –– RDSRDS--TMCTMC

ConfidentialityConfidentiality
ISO/TS 14819ISO/TS 14819--6 describes the encryption and conditional access.6 describes the encryption and conditional access.
16 bits long Location element is encrypted in each RDS16 bits long Location element is encrypted in each RDS--TMC TMC 
message to render the message virtually useless without decryptimessage to render the message virtually useless without decryption.on.
Light symmetric encryption and easy to break by frequency analysLight symmetric encryption and easy to break by frequency analysisis
Reason: Only little RDS capacity and no required hardware changeReason: Only little RDS capacity and no required hardware changess
Encryption is performed by the service providerEncryption is performed by the service provider

Data IntegrityData Integrity
To ensure the integrity of messages, ALERTTo ensure the integrity of messages, ALERT--C requires a periodical C requires a periodical 
transmission or message repetition.transmission or message repetition.
Each group "shall be sent at least twice in succession, before tEach group "shall be sent at least twice in succession, before the he 
next group is sentnext group is sent““..
The ALERTThe ALERT--C protocol requires the receipt of at least two identical C protocol requires the receipt of at least two identical 
RDSRDS--TMC groups, before the data can be accepted as validTMC groups, before the data can be accepted as valid
Optional: Additional use of the RDS error correctionOptional: Additional use of the RDS error correction
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Actual state of specificationsActual state of specifications

Not addressed regarding TPEG and RDSNot addressed regarding TPEG and RDS--TMCTMC
AuthorisationAuthorisation
Authentication of data originAuthentication of data origin
AvailabilityAvailability
NonNon--RepudiationRepudiation
Audit and AccountabilityAudit and Accountability
Privacy, Anonymity and Privacy, Anonymity and PseudonymityPseudonymity
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ThreatThreat and and RiskRisk AnalysisAnalysis

Model of Model of thethe TPEG TPEG environmentenvironment and and rolerole allocationallocation
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ThreatThreat and and RiskRisk AnalysisAnalysis

Assumed simplified TPEG business modelAssumed simplified TPEG business model
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ThreatThreat and and RiskRisk AnalysisAnalysis

Simplified TPEG scenario and attack locationsSimplified TPEG scenario and attack locations
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ThreatThreat and and RiskRisk AnalysisAnalysis

Analysis of potential threat situations, possible consequences, Analysis of potential threat situations, possible consequences, 
identification of affected components and possible attackers as identification of affected components and possible attackers as well as well as 
their motivationtheir motivation
The structure of the threat analysis follows the catalogues of tThe structure of the threat analysis follows the catalogues of threats of hreats of 
the Federal Office for Information Security (BSI) in Germany.the Federal Office for Information Security (BSI) in Germany.
Risk evaluation is provided (used ratings low, medium, high)Risk evaluation is provided (used ratings low, medium, high)

Necessary effort to execute an attackNecessary effort to execute an attack
Likelihood of the occurrence of threatsLikelihood of the occurrence of threats
Severity of consequential damages of an successful attackSeverity of consequential damages of an successful attack
Risk is calculated depending on likelihood and severity of threaRisk is calculated depending on likelihood and severity of threatsts

Threats rated "medium" or "high" have to be prevented by expliciThreats rated "medium" or "high" have to be prevented by explicitly tly 
defined measuresdefined measures
““Low" rated threats offer as being accepted as residual riskLow" rated threats offer as being accepted as residual risk
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ResultsResults of of ThreatThreat and and RiskRisk AnalysisAnalysis

LL--MMLL--MMMMAllAllDysfunction and disruption of Dysfunction and disruption of 
parts of or the whole systemparts of or the whole system

Disruption of Disruption of 
support networkssupport networks

LLLLLLDeviceDeviceServices are no longer receivable Services are no longer receivable 
for this specific endfor this specific end--useruser

FailureFailure of of thethe
devicedevice

LLMMLLSPSP

Loss of confidentiality, Loss of confidentiality, 
authenticity, integrity and nonauthenticity, integrity and non--
repudiation, no falsification of repudiation, no falsification of 
forgeries, financial damageforgeries, financial damage

InsecureInsecure
cryptographiccryptographic / / 
signaturesignature
algorithmsalgorithms

LLLLMM(Wireless) (Wireless) 
transmissiontransmission

Impairment or disruption of the Impairment or disruption of the 
transmission and the servicetransmission and the service

Disruption of Disruption of 
comm. Networkscomm. Networks

Technical failureTechnical failure

MMLLHHTransmissionTransmissionUndetected errors, lost dataUndetected errors, lost dataTransmission Transmission 
errorerror

LL--MMLL--MMLLAllAllFailure of the systemFailure of the systemFailure of IT Failure of IT 
systemsystem

LL--MMLL--MMMMCP, SP, CP, SP, 
ManufacturerManufacturer

Disruption of service, loss of Disruption of service, loss of 
knowledgeknowledge

Loss of Loss of 
personnelpersonnel

LL--MMLL--HHLLAllAllPartial failure of the systemPartial failure of the systemNatural disastersNatural disasters
Force Force majeuremajeure

RiskRiskSeveritySeverityLikeliLikeli--
hoodhood

Attacker Attacker 
(effort)(effort)

Attacked Attacked 
componentcomponentImpactImpactThreatThreat
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ResultsResults of of ThreatThreat and and RiskRisk AnalysisAnalysis

MM--HHHHLL--MM
External, External, 
Internal Internal 
(medium(medium--high)high)

CP, SPCP, SP

Loss of integrity, availability, Loss of integrity, availability, 
confidentiality and authenticity of confidentiality and authenticity of 
messages as well as messages as well as 
authorisationauthorisation of the systemof the system

UnauthorisedUnauthorised use use 
of IT systemsof IT systems

HHMMHH
External, External, 
Internal            Internal            
(low(low--medium)medium)

Device (OEM) Device (OEM) 
(PIN, (PIN, passwdpasswd))

Financial damage, loss of Financial damage, loss of 
confidentialityconfidentiality

AbuseAbuse of of endend--
useruser rightsrights

HHHHMMExternal (med)External (med)TransmissionTransmission

Loss of data integrity and Loss of data integrity and 
availability of information, availability of information, 
unreadable messages, no unreadable messages, no 
authenticity verification possible, authenticity verification possible, 
influence on influence on behaviourbehaviour of device of device 
and/or userand/or user

Manipulation of Manipulation of 
transmittedtransmitted
informationinformation

LLLLMMExternal (med)External (med)TransmissionTransmissionLossLoss of of confidentialityconfidentialityTrafficTraffic analysisanalysis

HHHHHH
External (also External (also 
Internal for Internal for 
espionage)espionage) (low)(low)

Transmission Transmission 
(all for (all for 
espionage)espionage)

Commercial damage, charge Commercial damage, charge 
fraud, fraud, unauthorisedunauthorised access and access and 
loss of confidentialityloss of confidentiality

EavesdroppingEavesdropping / / 
EspionageEspionage

LL--MMLL--HHLLExternal, External, 
Internal (high)Internal (high)

CP, SP, CP, SP, 
devicedevice (OEM)(OEM)

Failure of the system, loss of Failure of the system, loss of 
data and confidentialitydata and confidentialitySabotageSabotage

Deliberate attacksDeliberate attacks

RiskRiskSeveritySeverityLikeliLikeli--
hoodhood

Attacker Attacker 
(effort)(effort)

Attacked Attacked 
componentcomponentImpactImpactThreatThreat
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ResultsResults of of ThreatThreat and and RiskRisk AnalysisAnalysis

MMMMMMExternalExternal, , 
InternalInternal ((medmed))

All, All, mainlymainly
TransmissionTransmission

Financial damage, loss of Financial damage, loss of 
availabilityavailabilityDenialDenial--ofof--ServiceService

HHHHMM
External, External, 
Internal Internal 
(medium)(medium)

CP, SP, CP, SP, 
device (OEM), device (OEM), 
transmission transmission 
of keysof keys

Malicious actions, loss of Malicious actions, loss of 
confidentiality, financial damageconfidentiality, financial damage

CompromisingCompromising of of 
cryptographiccryptographic
keyskeys

MMMMMMExternalExternal, , 
InternalInternal ((lowlow))

Information Information 
Source, CPSource, CP

Misleading information, DenialMisleading information, Denial--
ofof--Service, loss of confidenceService, loss of confidenceHoaxesHoaxes

LLMMLLExternalExternal, , 
InternalInternal ((lowlow))TransmissionTransmissionCivil Civil disputedisputeRepudiation of Repudiation of 

messagesmessages

HHHHMMExternalExternal
((mediummedium))AllAll

Forgery of identities, deceit of Forgery of identities, deceit of 
participants, hijacking of existing participants, hijacking of existing 
connections, impersonation as connections, impersonation as 
an an authorisedauthorised party, loss of party, loss of 
authenticity and integrityauthenticity and integrity

MasqueradingMasquerading

HHHHMMInternalInternal
((mediummedium))DeviceDeviceFinancial damage, loss of Financial damage, loss of 

confidentialityconfidentiality
DeviceDevice
manipulationmanipulation

Deliberate attacksDeliberate attacks

RiskRiskSeveritySeverityLikeliLikeli--
hoodhood

Attacker Attacker 
(effort)(effort)

Attacked Attacked 
componentcomponentImpactImpactThreatThreat
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ProposalProposal of of SecuritySecurity ServicesServices

ConfidentialityConfidentiality
The transmission of TPEG data for closed user groups has to be The transmission of TPEG data for closed user groups has to be 
confidential.confidential.
Two modes of encryption:Two modes of encryption:

-- Without encryption: The application and data is freely availableWithout encryption: The application and data is freely available to to 
everybody (public broadcast services).everybody (public broadcast services).

-- With encryption: The application and data is encrypted and can bWith encryption: The application and data is encrypted and can be only e only 
decoded by components of a closed user group.decoded by components of a closed user group.

Data Data IntegrityIntegrity
Application conventional data and metadata (origin etc.) has to Application conventional data and metadata (origin etc.) has to be of be of 
integrity to all componentsintegrity to all components

-- This data must not be separated from the TPEG messageThis data must not be separated from the TPEG message
Mechanisms to detect software, firmware and hardware Mechanisms to detect software, firmware and hardware 
manipulations of all parties of the system.manipulations of all parties of the system.
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ProposalProposal of of SecuritySecurity ServicesServices

AuthorisationAuthorisation
Especially the devices should provide mechanisms for access Especially the devices should provide mechanisms for access 
control that only control that only authorisedauthorised persons are able to use TPEG services.persons are able to use TPEG services.

AuthenticationAuthentication of of datadata originorigin
The device has to verify the authenticity of TPEG messages (origThe device has to verify the authenticity of TPEG messages (origin).in).
The content of TPEG messages has to be authenticThe content of TPEG messages has to be authentic

AvailabilityAvailability
A broad coverage of TPEG (bearer) has to be availableA broad coverage of TPEG (bearer) has to be available
Assure transmissions of events in a specified time frameAssure transmissions of events in a specified time frame
Backup mechanisms and emergency plans for special situationsBackup mechanisms and emergency plans for special situations



29.01.2008 University of Siegen by order of BSI 16

ProposalProposal of of SecuritySecurity ServicesServices

NonNon--RepudiationRepudiation
Optional / Residual Risk: It must not be possible that a ContentOptional / Residual Risk: It must not be possible that a Content or or 
Service Provider is able to neglect sending a TPEG message.Service Provider is able to neglect sending a TPEG message.

AuditAudit and and AccountabilityAccountability
Logging mechanisms for all TPEG related actionsLogging mechanisms for all TPEG related actions
Logging mechanisms for hardware, software and firmware updatesLogging mechanisms for hardware, software and firmware updates
Intrusion Detection for Intrusion Detection for unauthorisedunauthorised / fraudulent actions/ fraudulent actions

PrivacyPrivacy / / AnonymityAnonymity / / PseudonymityPseudonymity
Personal data concerning contractual issues have to be treated Personal data concerning contractual issues have to be treated 
confidential regarding the relevant privacy laws and restrictionconfidential regarding the relevant privacy laws and restrictions of s of 
the country.the country.
TPEG uses a broadcast medium (unidirectional)TPEG uses a broadcast medium (unidirectional)

-- No user tracking and user profiles can be createdNo user tracking and user profiles can be created
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ConclusionsConclusions

Security issues did not play an essential role when defining theSecurity issues did not play an essential role when defining the
specifications of TPEGspecifications of TPEG
No lessons learned regarding RDSNo lessons learned regarding RDS--TMC security experiencesTMC security experiences
Assumption: TPEG scenario and business modelAssumption: TPEG scenario and business model
Threat and risk analysisThreat and risk analysis

Hardware security Hardware security 
Especially threats regarding missing authentication and confidenEspecially threats regarding missing authentication and confidentiality are tiality are 
rated with the highest riskrated with the highest risk

Proposal of Security ServicesProposal of Security Services
Focus on the main threats and security requirementsFocus on the main threats and security requirements
Establish an acceptable level of security (with acceptable residEstablish an acceptable level of security (with acceptable residual risks)ual risks)
Most import: Establishment of authentic TPEG messages to verify Most import: Establishment of authentic TPEG messages to verify that a that a 
TPEG message comes from a trustworthy senderTPEG message comes from a trustworthy sender
The second most important: Encryption to enable closed user grouThe second most important: Encryption to enable closed user group p 
servicesservices
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ConclusionsConclusions

Requirements for additional Security Services and more Requirements for additional Security Services and more 
detailed researchdetailed research
Engagement in standardisation regarding Security ServicesEngagement in standardisation regarding Security Services
Cooperation with RTTI WGCooperation with RTTI WG
Cooperation with Communications WGCooperation with Communications WG
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