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Agenda
Co-Chairs: Antonio Kung, Trialog
Christoph Ruland, University of Siegen
10.00 - 10.10 Welcome
10.10 - 10.20 Meeting Minutes of last meeting
10.20 - 12.00 Editing of working document

e State of the art
o Stakeholders and possible misusers
e Misuse cases (or threats) and risk analysis
e Security requirements
12.00 - 13.00 Lunch
13.00 - 14.30 Editing of working document
¢ Organisation requirements
e Measure for quality assurance and responsibilities
e Research requirements
e Recommendations
14.30 - 14.45 Planning for the internal workshop and further actions
14.45 - 15.00 Others

Reminder : Editors are asked to prepare contributions and corrections
e C. Daulaud: State of the art on eSecurity, and section on QA and

responsibilities

e BAST and DEKRA : Control instruments

¢ N. Volema, and Sevecom partners : Stakeholders and possible attackers (A2),
Threats and Risk Analysis (A3) and Security Requirements (A4)

e B.Lonc : ETSI and quality assurance

e M.Bartsch : Organisational requirements and 1SO security standards

e C.Ruland : ISO activities

e A.Kung : European projects, C2C, Autosar

e A. Groll: TPEG Security (to be considered in the security analysis)
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Minutes of the 5" eSecurity Working Group Meeting

Approval of Agenda
The agenda was approved as proposed.

Approval of the Minutes of the January 29", 2008 meeting
The meeting minutes were accepted.

Review of draft version 0.3 NVE
e All sections reviewed

Need to have a high level presentation

Discussion on prerequisite

Discussion on security analysis

Review of security requiremetns

Focus on systems of systems (role of 1SO27000 is clearer)
List of research topics and recommendations discussed

Contributors

Section 2 (Motivation) A.Kung and M.Bartsch to include section on system of systems
Section 3 (Prerequisite) A.Kung

Section 4.1 (State of the art/Vehicle) M.Mueter input from C2C manifesto, reviewed by P.All
(truck industry viewpoints)

Section 4.2 (Infrastructure). Nol Venema to provide the CVIS picture with some comments.
Section 4.3.8 (Status of I1SO activities related to automotive) C.Ruland

Section 4.3.9 (ETSI) Contribution from B.Lonc

Section, 4.4.2 (Inspection of electronically controlled systems). Contribution from HJ Maurer
Section, 4.5.2 (Coordination). Contribution from J.Scholten on ACEA

Section 5.4 (Security analysis of TPEG and TMC) Contribution from C.Ruland

Section 6 (use cases for security issues) Contribution from A.Kung

Section 8 (organisational requirements) Editors: M.Bartsch and H.J Maurer

Section 9 (measures for QA and responsibilities) Editor : C.Daulaud. Contributions from M.Barstch
on the need for a system of system level measures.

Section 10 (research requirements). Editor : C.Ruland and A.Kung
Section 11 (recommendations). Editor : C.Ruland and A.Kung

Timetable

by March 21, collect all contributions from all participants of eSecurity WG
by end of March, draft 1.0

Conference call April 4th, 11AM to review draft 1.0

Internal workshop May 27" to present report

Feedback to eSafety SG on May 28™

Next conference call and meeting

Conference call on April 4", 2008 at 11.00 AM. Objective is to review the draft repot
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o Internal workshop on May 27t", 2008 in Brussels, jointly organised by the eSecurity WG and
PRECIOSA. Objective is to present the findings of the report and to seek feedback before
finalisation of report document



