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Welcome

Antonio Kung and the morning chair Wolfgang Hoefs welcomed the participants of
the workshop

eSecurity WG Session

The current version of the eSecurity draft report was presented:

- Antonio Kung presented the motivation section

- Christoph Ruland presented the overall draft report

- Gloria Pellischek presented legal aspects

- Joachim Scholten presented the view of BMW on operational requirements

- Claude Daulaud (presentation made in the afternoon) presented quality

assurance

Walter Franz commented that the reports contained sections where agreements
have not been reached yes. His opinion was seconded by Joachim Scholten during
his presentation where he called for further discussion concerning operational
requirements at the political level.

Further to discussions, it was proposed to

- Restructure the report to separate the agreed part (state of the art and
research recommendations) from the rest (e.g. operational issues), highlight
that focus is on cooperative systems, point out the need to have an agreed
firewall architecture clearly separating the internal vehicle systems from the

rest, and include the timing and changing factor

- Set up a new agenda focussing on operational / political issues concerning the
interface between the internal vehicle systems and the external cooperative
environment

Security Issues Session

Jan Pelzl presented issues related to trusted computing for automotive systems.
Frank Kargl presented issues related to secure vehicle communication.
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The following conclusions were made:

Concerning trusted computing it is needed to define a “firewall” based
architecture (this work could be done by the EVITA project).

At communication level, new approaches are needed, data centric, probability
based trust, plausibility based.

Privacy is not sufficiently analysed

Privacy and Data Protection Issues
The following presentations were made:
Pay as you drive insurance by Carmela Troncoso
Privacy protection in database systems by Christoph Freytag
Industry solutions for privacy protection by Jonathan Price
The article 28 WG party and data protection agencies

It was agreed that collaboration between the eSecurity WG and the article 29 WG
had to be continued. The WG will draft an action plan involving interactions with
the article 29 WG

A meeting will be organised by G.Pellischek between members of the eSecurity WG

and the article 29 WG members (end of June and early July)

Challenges Ahead

Panos Papadimiatratos made an overview on research challenges. He in particular

called for research on data centric approaches.

Christoph Ruland made a presentation on recommendations, taking into account

the opinion of OEMs who called for further discussions.

Conclusions

Antonio Kung summarised the conclusions of the workshop and Wolfgang Hoefs

closed the workshop
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Registration

Welcome and Introduction / Workshop Objectives

European Commission, DG INFSO

eSecurity WG

Motivation (5 mn) Antonio Kung, Trialog

Presentation of the Draft Report (10 mn) Christophe Ruland,
U. Siegen

Prerequisite: Legal aspects (15 mn) G. Pellischek, ERPC GmbH
Prerequisite: Inspection (15 mn) M. Vierkotter, BAST
Organizational requirements (15 mn) J. Scholten, BMW
Measures for QA responsabilities (15 mn) C. Daulaud, Ministére
de Uindustrie

Discussion (30 mn) G. Pellischek, ERPC GmbH

Break

Handling Security Issues

Trusted Computing for Automotive Systems (15 mn) Thomas
Wolinger, ESCRYPT

Secure Vehicle Communication (15 mn) Frank Kargl, Univ. Ulm

Discussion (30 mn)

Lunch break

Handling Privacy and Data Protection Issues

Privacy Friendly Pay-as-you-drive Insurance (15 mn) Carmela
Troncoso, KU Leuven

Privacy Protection in Database Systems (15 mn) Christoph
Freytag, Humboldt Univ.

Industry Solutions for Privacy Protection (15 mn) Jonathan
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15.30

16.45

Price, Oracle

Viewpoint of Article 29 WG Party and Data Protection Agencies
(15 mn) Johanna Carvais, CNIL

Discussion (30 mn)

Challenges Ahead

Research Challenges (15 mn) Panagiotis Papadimitratos, EPFL
Towards Recommendations (15 mn) Christoph Ruland, Univ.
Siegen

Discussion (30 mn)

Conclusions & Adjourn
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